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Abstract

High quality metadata and spam prevention has proven to b#fieuid chal-
lenge in completely distributed P2P systems. With the Soesb subsystem for
Tribler we try to solve this challenge. Tribler is such a comgly distributed P2P
client based on the Bittorrent protocol, developed at thit Dimiversity of Tech-
nology. Metadata available in torrent networks consisterdy filenames. The
ModerationCast subsystem has been introduced in Triblerctease the amount
of available metadata. These moderations are however lmasedki style last-
write authority and prone to abuse.

We present SocioCast, a completely decentralized Triblesystem, that esti-
mates the quality of moderations based on social connectiod user feedback.
We show that SocioCast scales well by utilizing the scade-foroperty of social
networks where a few peers serve as hubs for the entire rletwor
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Chapter 1

Introduction

Social relations have a big impact on how people act. Peoplikaly to trust their
friends and have the same interests as their friends. Thitagvin interest and trust
in friends can be combined to gain more knowledge. Based ehribwledge of
friends and trust in these friends their knowledge can bd tsérm opinions on
things like music, digital cameras or video clips.

For example, when someone is in the process of deciding vdaictera to buy
objective information is needed about all the available ef®tb make an informed
choice. There are several ways of getting more information:

A shop assistant usually knows a lot about all the camerasafer however he
may be biased by the profit margin on the cameras. On the otimet fniends are
less likely to provide biased information, but they may netififormed enough to
provide good information about all the cameras available.

The best source of information would be a shop assistantisteso a friend,
but this is not very likely to happen often. More likely a figk of a friend knows
about camera models and is willing to give unbiased infoiondtee of charge.

For the Tribler P2P file sharing client we use a similar sgat® provide users
with opinions about video content using the knowledge off thieends.

1.1 Scope

With the research presented in this thesis we will give uséithe Tribler P2P
file sharing client a method to estimate the quality of motiena about video
content. These quality ratings are based on the socialaetabf users in the
Tribler network.



1.1.1 Tribler

Tribler[19] is a peer-to-peer (P2P) file sharing client, dth®n the Bittorrent[5]
protocol, developed at the Delft University of Technolodis main focus is the
exchange of video content combined with social cohesiondistaibuted context.
This seems like a trivial problem since sites like YouTuldg@xist as a platform to
share videos and make friends. However the emphasis ofshaneh is on making
a completely distributed system, a key advantage over theli@nt-server model.

What makes P2P file sharing different from the old fashiodietieserver down-
load is the role of peers in these networks. In contrast taclieat-server model
data exchange is not one way. Peers in P2P networks are all &g each peer
can send and receive data to and from every other peer. Bébpiname people
usually log into these P2P file sharing networks not to shareto retrieve files.

P2P is a cost effective way of exchanging data since it doeegaire servers to
be present. Hosting data on servers costs money and aulisttisolution enables
anyone to share content with the world using a normal PC. Ai@Rork scales
inherently better than traditional client-server systeBath the bandwidth supply
and demand grow by the same factor as the network grows.

Also completely distributed systems do not have a singlatpaifailure. When
a server shuts down, is censored or is disconnected the eetiwork notices the
effect. When however several peers in a distributed net@celkdisconnected the
effect is hardly noticeable.

Files are shared in bundles called torrent networks. Thesganks are iden-
tifiable by .torrent files which are listed on public websites. Thet®rent files
contain the filenames of the files shared in the torrent nétwsod their check-
sums. Also included is information about the tracker, aregtrserver that keeps
track of all peers in the torrent network. A Bittorrent cliereeds this information
to initiate the download because otherwise it is impossiblénd peers that are
part of the torrent network.

1.1.2 Metadata

Normal Bittorrent clients require a central server to ligailable video content.
Operators of these sites are the central authority and lawplete control of the
torrents listed on the site. People trust the quality ofehesrents because they
trust the operators of these sites due to previous experi@md word of mouth.

Tribler does not require a central storagetofrentfiles. A subsystem of Tribler
called BuddyCast employs an epidemic protocol to allowl&ripeers to exchange
these torrent with each other. This removes the dependeneycentral server, a
potential single point of failure. However since each argehgyeer is able to insert
torrent files into the system users are not able to trust the systemwdmmla and
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therefore there is no guarantee for quality.

Currently the only information available about torrentshie Tribler network is
the filename of thetorrentand the filenames contained within the torrent networks.
This information is not sufficient for users to choose betwseveral versions of
the same video content. Filenames may be incorrect or ingirffiand can not be
changed after injection into the system.

1.1.3 ModerationCast

In an upcoming version of Tribler peers will be able to add srations to torrent
networks and spread them around the network using the Mibole€ast[10] pro-
tocol. These moderations are packets of metadata createskby and assigned to
torrent networks to better inform users about the contefrtisrents.

Since Tribler is a completely distributed system there isewtral trust authority
and therefore the challenge is to determine which modersitioe of good quality.
To prevent the spreading of bad moderations peers do namatitally forward
moderations created by other peers. Only when a user spédlgifapproves the
moderations of another user will these moderations be fa®dby the Tribler
client. Another option is for users to ignore moderatiomsrfra specific user.

This forwarding strategy makes propagation of moderattbas have been ap-
proved by multiple peers faster, but it is easily matched &ypbe with malicious
intent. A colluding network of peers can easily propagateenmetadata than a
normal moderator can, bandwidth is relatively cheap. Afke,option to ignore
moderations does not limit the propagation speed of thedieiows moderations.
Itis essentially a trade-off between the cost of bandwidtbpterate a collusion net-
work versus the income generated by a spam attack. This mcoay be derived
from promoting content by making it appear to be somethisg.el

1.2 Research Objective

The key research challenge of this thesis is to design a stdmy SocioCast, for
the Tribler P2P client that allows users to determine thdityuaf moderations
accompanying a torrent network. There are several reqgeingsrior the solution to
this challenge. The combination of adherences of SocioBakese requirements
should make it credible that SocioCast can successfullyaugthe quality of
moderations in the Tribler network.

1. Using SocioCast peers can create a view of the Tribleakoetwork.
2. SocioCast scales with a limited cache size to store saa&tions.

3. Socially relevant information equals good information.
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4. SocioCast is resistant against attacks.
5. SocioCast requires as little interaction with the usgrassible.

6. SocioCast gives preference to propagating good modesativer bad mod-
erations.

The first requirement is the most basic, a peer with sociahedtions should be
able to create a view of the social network by exchangingicglship information
with other peers in the network.

The second requirement is the most important requirementioSast should
provide unbound scalability It should enable quality moderations on millions of
Internet-connected television sets given a fixed size fersticial relation cache.
The ability of a P2P system to scale to extremely large nétwizes is of the ut-
most importance, P2P systems that do not scale will neveesdcin acquiring a
large user base.

The third requirement consists of proving that high cotietaexists between
social relevance of peers and quality of their informatibising a partial view of
the social network, SocioCast can calculate the socialaate of other peers. So
cial relevance depends on how peers relate to each othailgoBieers that deliver
information of high quality to other peers are usually a#itia. Altruistic peers
will probably also be socially active, have a lot of friendsd thereby be socially
relevant for many peers. There exists correlation betwelewance and providing
good information. However the fact that a peer has manydsetoes not imply
that it delivers information of high quality.

The fourth requirement, resistance against attacks, isitapt because mali-
cious peers should not be able to trick other peers into\betighe malicious peer
can provide good moderations without making a social effort

The fifth requirement is important because people do nottiktesive behavior
of computer programs. By keeping SocioCast simple whileravipg the quality
of moderations we aim to please the user.

The last requirement, giving preference to propagatingdgonoderations over
bad moderations is important because bad moderationslagllavailable storage
space and network bandwidth when exchanged in abundance.

Based on these requirements our research objective is fatedias follows:

In what way can &ocial networkformed by the friendships of users of
theTribler client contribute to thguality of moderationsf .torrents?



1.3

Report Structure

In chapter 2 we will first describe several trust and reportatnethods that
might help discern good from bad moderations. These metandsmore
have already been discussed in our previous report[20].

Based on these methods we will describe the design for Sastaft chapter
3.

To test the performance of SocioCast we have looked at \@atgorithms
to generate network structures which will be compared iptdrad.

Using networks generated by one of these algorithms we loakedl at the
performance of SocioCast in chapter 5.

The resistance of SocioCast against attacks, will be tleéatehapter 6.

Based on the outcome of these models we have designed amiemikgion
for SocioCast in chapter 7.

We will draw our final conclusions in chapter 8.






Chapter 2

Related Work

A social network is a specific type of Multi Agent Network (MAEach agent in
such a network has its own goals which it tries to achieve s&lgmals can usually
be described as obtaining specific resources. Agents in a MtAShe same as
peers in a P2P network. In P2P networks resources can beak#vags ranging
from video content files to moderations. These resource® éowarious levels of
quality, but providing resources of good quality is usualtt one of the goals of
agents.

Altruistic peers will always try to provide the best resasc Agents that make
a strategic choice when deciding whether to provide goodadrresources need
an incentive. In this thesis we try to give moderators ingento provide good
resources.

We will first explain several terms that will be used in thigpter to explain the
incentivation methods.

Sybil Attack A single agent introduces many helper agents into the n&twuder
different pseudonyms.

Collusion Multiple agents cooperate in a group with a single goal.

Whitewashing An agent reconnects to the network under a different psgudpn
clearing its track record.

Traitor An agent that acted altruistic before radically changeslitdvior and ex-
ploits its reputation by influencing other agents.

In this chapter we will first look at trust based methods anerdhat several repu-
tation based methods will be discussed.

2.1 Trust

An incentive for agents to provide services is trust thatlaeoagent will do good
in the future. People forge friendships with each other Whiteans that they
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a1 is silent | a; betrays
ao is silent Ry, Ry SQ, Ty
as betrays| Ts, S1 P, P

Table 2.1: Prisoner’s dilemma

will help each other out and that they will not deliberatebrin each other. For
example, you need to remove a large tree from your gardentasdbio heavy to

lift by yourself. Your friends are probably willing to helw carry it out of your

garden, because they trust you and they might call upon yeutia fix their car.

The idea of trust in a MAS is like friendship. Agents that treach other provide
resources to each other because they trust that some dajtibatgent will repay
his debt. Trust can be a very good incentive for agents toltatstic, but agents
must first learn how to start a trustful relationship with leather. According to
Stranders[17] trust can be defined as:

Definition 2.1.1. [Trust] The expectation that one will not be deceived whéyre
ing on an entity one does not control completely.

When an agent enters a MAS it knows no other agent. A trustebasethod that
provides incentives should have some sort of guidelineaxi stsource exchange
with unknown agents. It should also have an algorithm th&trdgnes the trust
metric based on an interaction history. Lastly an agent :i@edecision function
to determine whether the trust metric is high enough to vahiaaother transaction.

In this section we will first discuss the prisoners dilemniee basis for trust
between agents. For a single non-repetitive interactiavwdsen peers it is the best
strategy to betray each other. Trust systems can give aigeetstive to cooperate
in the case of repeated interaction.

The first trust system discussed in this section is tit-&bythe basis for the Bit-
torrent protocol. The final method, correlated opinionsédsarust on the overlap
of taste between peers.

2.1.1 Prisoners Dilemma

The outcome of an interaction with an unknown agent can bestaddy thepris-
oner’s dilemmawhich can be explained as follows. Two prisonersandas, are
caught doing a crime and their jail time depends on whetter ietray each other
or not. When both prisoners remain silent they getrdward However when
one betrays the other the betrayer getstémeptationand the other is played for a
sucker When both betray each other they are buiinished

Let R; be the event that agesnt gets a reward[; the event that agent receives
the temptation,S; the event that agent; is played for a sucker an&, that agent
a; is punished.



The jail time they get is based on the outcome of the statesyaétioth prisoners
and the duration is ordered as followifi < R; < P; < S;. Even though the
combined jail time is shortest when they both keep sileri§ rhost beneficial to
betray each other. When remains silent it is most rewarding fay to betray him
(T; < R;). Even ifas betraysa; should betray as wellK; < S;). In both cases a
prisoner is better off betraying the other. Things get moteresting when agents
interact with each other more and strike a deal to both kdeptdbecause in the
end2xR; <T; +5; < 2% P,

2.1.2 Tit-for-tat

A fairly recent and very popular P2P file exchange system foBent[5S]which
employs the tit-for-tat strategy for the repeated prisailsmma. In each round
both agents have to decide whether they give a resource tltee Keeping silent
in the prisoner dilemma is the same as providing a resourd®etnaying the other
is the same as not providing a resource. When agents do nat &ach other
nor trust each other the most rewarding strategy is to hedlgen every agent
does this the trend will become that a lot of agents will alstrdy and resource
exchanges will come to a grinding halt.

To promote resource exchange tit-for-tat is introducedthla scheme agents
will always choose to give the resource in the first round.hingecond round the
tit-for-tat player will do what the opponent did in the roubefore. When a tit-for-
tat agent plays against an agent that plays unfair it willraogive a resource in the
first round. From then on it will do as the unfair agent did ie ffrevious round
and will thus in total it will lose only one resource. When liays against a tit-for-
tat agent however each agent will provide a resource in teerbund and in the
second round they do as the opponent did, which means thegomperate with
each other indefinitely. This means that an agent will losa@dt one resource to
unknown agents, but it will never be betrayed by other agéwatisemploy tit-for-
tat.

Agents select other agents in the network at random for resaxchange. To
allow newcomers to join the network each agent reserves Z08& apload band-
width to establish connections with unknown agents. Thgs allows agents to
discover agents that perform better than agents that itrisexted to at the mo-
ment. However, there exist a modification of the bittorrdr@nt that exploits this
part of the protocol to augment download performance. Bittyagents use less
than 20% of their upload bandwidth to connect newcomersamétwork when it
downloads at a reasonable rate already. Bitthief is evere matlicious, it abuses
this altruism towards newcomers by reannouncing that inevapeer every round.
By doing this it takes advantage of tit-for-tat agents ttabss provide a resource
in the first round.

Tit-for-tat works very well for data exchange in torrentwetks. It is however
insufficient for providing trust in the quality of moderati® of other peers. There
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is no clear exchange between peers of metadata nor is thetgeantive method to
decide of what quality received moderations are.

2.1.3 Correlated Opinions

Walsh et al. propose Credence[21, 22] which allows agentaltulate a value for
trust in unknown agents based on the correlation of opiniGnedence is a system
designed to order resource search results in the LimeWitdeBa client by their
quality rating, which is computed from votes issued by otgents. Trust between
agents is defined as the correlation of their voting behatt@ir opinions. Votes
are propagated by a gossip protocol supported by query figotut a Distributed
Hast Table (DHT) could be used as well.

Votes consist of a reference to a resource and a claim cangarmetadata using
set operators. For example, the vd®e : madonna C name, mp3 = type)
claims thatmadonna is a valid name ananp3 is the type of resourc®. The
claim(R : mp3 ¢ type) is in contradiction with the preceding vote because it state
that R is not of type mp3. Resources that are identified as completeianted
can be described with the vot® : name = ()) which refutes any other claim
concerning the name &.

The trust agentd places in votes cast by agefitis computed using a slightly
modified Phi coefficient as follows. Letandb be the fraction of votes wherd
respectively voted positive angh be the fraction where both agents agree with
both vote having positive intentions. Théiis the coefficient of correlation, taking
on values in the rangg-1, 1]. When insufficient voting history for an agent is
available agen# picks an arbitrarily low value of trust.

0 p—ab
~ Va(l—a)b(1-0b)
Agents discover transitive correlations by building a madd¢he P2P network.
Every agent keeps track of a list of correlation coefficieitinown agents. These
values are propagated through the network using a gossipgato By building a
model of the P2P network an agent can discover agents to wthikransitively
correlated. It will then exchange votes with these traveliyi correlated agents to
see whether a direct correlation can be found.

2.1)

Currently a similar system is in place in the Tribler softevaalled TasteBud-
dies. Each peer propagates which files it has downloaded yardltulating the
overlap of these lists buddies are found. Though Taste®gddiused for recom-
mendations, not to distinguish good from bad moderations.

The problem with this system is that agents do not have atdiedation with
each other and can not reciprocate. The trust an agent plaee®ther agent is
not based on interaction between the two agents. An ageneasily fabricate
votes or copy votes from other agents. This means that art agarfabricate a
high trust level by copying generally held opinions. Thibrfeated high level of
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trust can then be used to advertise their own resources@edisother resources.
Another weak point is the amount of user interaction Crederquires to be able
to calculate correlation with other peers.

The main problem with trust systems is that agents may nobhketa find a
resource exchange partner. For example, agewants a resource from agent
but not the other way around. AgeBthas no trust incentive to provide services
to A and therefore agemt is dependent orB to be altruistic and to have free
resources to spare.

2.2 Reputation

When an agent is active in a P2P network other agents wit labout the behavior
of that agent and determine to what degree they trust it. Xpergence of all these
other agents is a distributed track record. These valuesust can be combined
into a single value, the reputation of an agent. Reputatiatefined by the Oxford
dictionary as following:

1. the beliefs or opinions that are generally held about sorm@r something.

2. a widespread belief that someone or something has aydartharacteris-
tic.

Reputation thus not only describes trustworthiness of #oimg or somebody, it
also describes particular characteristics and opiniomsveNer, to predict the out-
come of transactions with unknown agents only the trustviness is of impor-
tance. Therefore we defined[20] reputation building upandgfinition for trust
(2.1.1) as following:

Definition 2.2.1. [Reputation] Trust that one should place in a dynamic entity
according to entities one does not control.

The problem lies in that an agent can not blindly trust thenigpis of other
agents; without good incentives agents will lie about otigents for various rea-
sons. For example, an agent can discredit competitors terbist own position or
an agent can dishonestly recommend its cheating friends.

There is a thin line between trust and reputation systemstl@ads why the
word dynamicwas added to the definition of reputation. Consider the falg
two situations:

e Agent A decides whether to trust an unknown resourcepending on the
opinions and trustworthiness of agesndC.

e Agent.A decides whether to trust an unknown ag&tepending on the
opinions and trustworthiness of agesndC.

11



These seemingly similar scenes differ in one importanttpdire quality of a re-
source is fixed while the quality of an agent is dynamic. A wese does not
change over time and therefore neither the trust of ratiagehts in it. However,
an agent can change their strategy towards other agenttimmeeWhile the qual-
ity of agents is represented by a trustworthiness notiangthality of a resource is
a fact. Therefore the first scenario is a trust system, whiéesecond scenario is a
reputation system.

2.2.1 Majorities rule

The idea that the majority must be right is quite appealingmbcracy which is
based on the same principle is the most widely used governimen. XRep[6] is
a system based on this principle, it allows agents to cdlferpublic opinion about
other agents and resources through polling. XRep is budtraputation extension
to Gnutella and uses a flooding communication model to dottast information.
The general idea is to let every agent vote and base resauicagant selection on
the amount of votes received. Before explaining how XRepke/@nutella will be
treated in more detail.

Gnutella is a pure P2P network, meaning that the network efsoeperate with-
out the need for a central server. All peers connect to a firetbamount of peers
and all messages a peer sends are routed through theseansighibe Gnutella
protocol comprises of only 5 message typesuG and PONG facilitate peer dis-
covery, QUERY and QUERYHIT facilitate resource discovery amlsH messages
are used when normal resource retrieval failandand QUERY messages are
flooded through the immediate neighbors spreading out tghbers of neighbors
and furtherPONGandQUERYHIT messages are sent directly back to to originating
agent to indicate agent and resource discovery.

XRep adds the message types.L, POLLREPLY, TRUEVOTEandTRUEVOTERE
PLY and every agent generates a public/private key generafion antering the
network. Peers can ask the opinion of other agents in theanktabout a re-
source or an agent. Note that a majority poll about a resagr@érust mechanism
and that a majority poll about an agent is a reputation méastranSuch a poll is
initiated by flooding aPoLL message into the network. Let be the agent that
wants to poll the network. TheoLL message includes the public key .dfand
a list of resources and peers. Every peer that receiveBdhe messages sends
aPOLLREPLY back containing the votes it cast encrypted by the publicdiext.
This encryption prevents tampering with votes and presettve confidentiality of
votes. When enoughOLLREPLY messages have been receivkdtarts to evaluate
the votes. Based on the assumption that colluding agentssaedly operated from
a small subnet of ip addresses, only one vote is considereddach subnet.

From the resulting set of remaining votdsrandomly selects peers to check the
authenticity of their vote.4 sends a’RUEVOTE message containing their vote to
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these randomly selected peers, who in turn semg@@EVvOTEREPLY back. The
purpose of this exchange of messages is to check whetheotbeeceived was
actually sent by that peer. Agents on the internet are alflerge messages with
an arbitrary source ip address. When the authenticity oftitited peers has been
noted,.A can select resources and peers according to majority vdter aving
interacted with the selected peers and resources it tatesohtheir quality to be
able to reply with better opinionatetbLLREPLY messages to other agent.

Even though majority voting is based on the well proved gowemnt form
democracy it is inadequate for MAS. Collusion and Sybil détm in XRep is
solely based on the conviction that colluding agents opdratn a subnet, which
discriminates against virtuous companies and universitynd operating from a
single subnet. XRep is also vulnerable to whitewashingntsgeith a bad rep-
utation are able to rejoin the Gnutella network without aegercussions. The
biggest disadvantage of majority voting is that very wellnignated and trust-
worthy agents have the same voting power as ignorant ag&weeral ways of
weighing opinions will be looked at in the next subsection.

2.2.2 Weighted opinions

The idea behind the methods in this subsection is that teussiansitive. This
means that when an agedtcompletely trusts agerit, and ageni#3 completely
trusts agent’, agentA can completely trust agegt There are however different
methods to determine the reputatiorCdfom the perspective ofl. First a method
based on probability theory is discussed where values sif ine multiplied to cal-
culate a value for reputation. After that a method based emtax-flow algorithm
is discussed.

EigenTrust

EigenTrust[11] is a method designed to determine whichgoegect bad files into
the network based on trustpaths. In EigenTrust agentslatdcavalue for trust ac-
cording to the ratio of satisfactory and unsatisfactorggeetions with other agents.

It can however be used for any other notion of trust and rejoutaThe valuec;;

is the amount of trust agemiplaces in agenj. These values are then normalized
to make sure that malicious agents can not assign arbjttagh or low values to
skew the results. These valueg,, are then propagated and weighted by value of
trust, c;;, the receiving agentplaces in the agent that provided it, aggnt

tik = ZcijCjk; (22)
J
The resulting value;; is the reputation of agerit in the perception of agerit
based on the opinion of others weighted by his opinion ofdhatbers. This first

value is actually the result of a majority vote method scéigthe trustworthiness
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of the voters. This step can also be described in matrix iootathenC' is the
matrix [c;;].

t;=(C")’e (2.3)

The vectori;contains values of trust for all agents based on the weigbyéut
ions of everyone about each agent weighted by the trust dgelates in them.
This aggregation step can be done multiple times produdiadgdilowing vector
for n steps.

t=(he (2.4)

When this step is done often enough the ve€iwill converge to the same vec-
tor for every agent, the left principal eigenvector@f This final vectort contains
the global values of trust, the reputation of each peer. mgighod is however sus-
ceptible to collusion and therefore pre-trusted agentrdreduced. This results in
a web of trust around these pre-trusted agents excludimgdiny agents, because
those agents are not trusted by any agent transitivelyettust pre-trusted agents.

In the actual implementation of EigenTrust each agent igyasd to several
agents as a score manager. As a score manager an agentengihtalof calculating
the reputation for other agents. Score managers are necessause convergence
of reputation values is dependent on where the algorithriaitesl. When agen
is connected through a long string with agé&htonvergence will take many steps.
Another reason is that agents are capable to commit frauch Wiey administer
their own reputation. To further prevent score managers ftheating it is crucial
that they are not able to pick the agents they audit.

A score manager first requests the local values of trust chgleat it audits, the
daughter, and stores these in the veefot will then annotate which agents have
trust information about its daughter in a veci®y and which agents the daughter
has trust information about id;. Every agent knows or receives the vectgr
which contains trust values pertaining to the pre-trusggehts in the network and
a scalam that indicates the influence of the pre-trusted agents.

The algorithm works in rounds indicated By In each round every score man-
ager of agent forwardScl-dtf‘l to the score managers of the agent®jrand thus
each score manager for agenill receivecz-dtf*1 from the score managers of the
agents ind,.

(k) (k)

tt(ikH) = (1 —a)(ciat;” + coathy’ + .. + cpat™s)) + apa (2:5)

The resulting vectotfik“) is then used in the next round until the result has

converged far enough.
1D 1P| < e (2.6)
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Malfunctioning agents will never get a high reputation eqlbecause already in
the first round these agents will not receive any reputatiomfother agents. The
pre-trusted agents make sure that all agents are connectsth other through
a trust path containing these pre-trusted agents. Cotjuaiients do not provide
resources and are assigned very low trust values by agenhisa tite colluding
swarm. In the end their reputation will converge to 0. Eigeist is however
vulnerable to agents that provide good service and colluid@s creates a trust
path from well performing agents to agents in a colludingmogk, boosting the
ratings of all the agents within it. Also, EigenTrust does pmvide protection
against agents that whitewash their history and return asvauser.

Max-flow

Feldman et al[8] introduced a reciprocative decision fiomcto calculate values

of trust. This reciprocative decision function depends oma definitions. The
generosityof agentyj is calculated according to whathas provided ;) divided

by what it has consumed ). Generosity can therefore not be applied in systems
where trust is not based on resource consumption.

9(j) = pj/c; (2.7)
The outcome of this generosity function is then used to ¢atleuhenormalized

generosityof agents. The generosity of each agent is divided to thergsite of
the agent itself.

ng;(i) = g(i)/9(j) (2.8)

When the normalized generosity for an agent is higher thidwat agent is more
altruistic and has been more generous. This means that\pilezsnsider interac-
tion with lowly reputed agents when it is itself lowly repdtelo make this method
more scalable these values for generosity can be madeldediteother agents by
storing them in a DHT. A shared history should be used witltgudons because
it is vulnerable to collusion and other malpractice.

Therefore the idea of normalizing generosity is applied dis&ributed and col-
lusion proof method based on the maxflow algorithm. Agentpkieack of the
amount of successful services provided by other agentsaisumed that an agent
can trust the opinions of agent that have provided manyaes\in the past and this
trust is transitive. The maxflow algorithm finds the path vtith largest capacity in
a flow network. Agents are vertices in the flow network and tgacity of edges
are formed by the amount of service agents have receiveddtbaer agents. Un-
fortunately the maxflow algorithm ha3(V3) complexity and therefore a heuristic
is used that runs in constant time at the cost of not alwaysnfina flow when it
does exist.

maz flow(j toi) 1) (2.9)

Gy = man <maxflow(i toj)’
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When a reputation value is more resources have been provided towards the
inquiring agent than the other way around. Colluding neksahat do not provide
services are therefore never chosen for the maxflow pathubedhey choose not
to provide services. The usage of maxflow has however the sesak&ness as
EigenTrust: agents that perform good, but collude as well.

2.3 Conclusion

In a MAS system agents can choose to behave altruistic onidben there is no
repercussion to acting in a selfish way the most profitable taagct is the selfish
way. Therefore a MAS needs incentive methods to make it marthwvhile for
agents to act altruistic. In this section we have looked egnitivation methods
based on trust and reputation.

We have discussed two trust-based methods, tit-for-tatanelated opinions.
Tit-for-tat is based on the exchange of services betweentagehich is not very
common in the setting of moderation exchanges. Since grayitioderations is a
mostly one way exchange there is little chance for recigioca

The second trust method is based on the correlation of tesieebn agents. The
problem with this method is that trust is based on wrong mfation. Agents that
lie about their preferences can easily trick other agentslialieving their opinion
about something.

Reputation systems are discussed due to the limitationusf-rased systems
that repeated interaction between the agents is requirkdilb up trust. In repu-
tation systems trust information is shared among agentshndmables agents that
have never interacted with each other to form opinions abaadh other.

We first looked at majority voting which is very similar to andecracy, each
agent in the network gets a vote. Votes in such a system withoentral authority
gives rise to Sybil attacks which are very easy to initiatB 2 networks.

Another way to calculate reputation is to add weights to tbeew of agents.
With eigentrust reputation is calculated as the eigenvextthe trust matrix. What
makes this method hard to implement is the amount of synctedrsteps and the
amount of communication required.

With the last reputation method agents use the maxflow dhgorto calculate
the reputation of other agents regarding bandwidth shaiitagh agent accounts
for each other agent how much bandwidth it has spent uplgaatid downloading
to and from other peers. Using this information a flow netwisrgenerated and to
get an indication of the generosity of other agents the atnaiuitow from and to
that agent is compared.

Of all these methods we prefer maxflow because it does notreeqammu-
nication while calculating the reputation for an agent.slitalculated relative to
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each agents making it immune to collusion. We will now discaar design for
SocioCast building upon the maxflow algorithm designed HyrRan et al.[8].
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Chapter 3

SocioCast Design

We present the design of the SocioCast subsystem of Triltlenables peers to
calculate thesri for each peer in their social network which is a relative gyal
estimator for their moderations. We will first reiterate oesearch objective:

In what way can @ocial networkormed by the friendships of users of
theTribler client contribute to theuality of moderationsf .torrents?

The idea of this thesis is to augment ModerationCast withpategion system
that allows peers to form their opinion about torrents basethe beliefs of their
friends. SocioCast builds upon the previously designed évitibnCast and the
already implemented ability to add friends in Tribler. Guntly these friendships
are used to boost downloading speed with the 2Fast[9] prbta2Fast enables
faster downloads by utilising the Internet bandwidth okidinline friends, they
conduct the tit-fot-tat protocol on their behalf.

These friendships are social ties between users and whse ties are linked
together a view of the social network is created. Peers amadships are the ver-
tices and respective edges of the social network in Tribéerwill use this view of
the social network to order peers in the network by theiraaoelevance.

Throughout this thesis we will be talking about good and bamtenations.
There is no real difference between the two, appreciatioguality differs from
person to person. In general good moderations are bendtdiaé user and bad
moderations are either wrong or of poor quality.

SocioCast is designed as a simple addition to already egitatures of Tribler.
SocioCast makes the following additions to Tribler.

Approval relation Peers receive the ability to approve of moderators and propa
gating their opinion to their social network.

SocioCast protocol The SocioCast protocol facilitates the distribution ofiabc
network information across the Tribler network.
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SRI The social relevance index ranks peers according to tHewaece.

In this chapter we will first discuss the approval relatiom &ime protocol that
enables peers to build a view of the social network in Tribl&he srI which
calculates the relevance of peers will be introduced ince& 2.

3.1 SocioCast Protocol

The SocioCast protocol serves to propagate peer relatiomssathe network.
Users have the ability to add each other as a friend. Frignmastly counts as
a relation for SocioCast when both users have added each othe

The other relation between users is the moderator apprévaehpproval signi-
fies that a user approves of the moderations another userdaed. The approvals
mechanism is a simple thumbs up, an unobtrusive method offesdback. The
simplicity will hopefully make the approval relationtypeone ubiquitous in the
network than moderations. Having multiple approvals faingle moderation will
help the popularity of good moderators.

The SocioCast subsystem will contact other peers everyten b exchange
social relation information. When a peer has just joinedntbigvork the frequency
of contacts will be high, but the rate of contacts will slownsto The reasoning
behind it is that it helps newly connected peers discover fueial network faster
while keeping the available bandwidth unclogged by thraitpeers that have been
online a while.

During each contact a peer sends a list of all its friends g@pdosals to another
peer and in exchange it will receive those lists from thaeoieer. By mainly
contacting peers that are already connected in the so@phgreers will expand
their view of the social network.

3.2 Social Relevance Index

With SocioCast we introduce a heuristic, garial relevance indefsri), to deter-
mine the relevance of peers. The relevance of peers is usséveral purposes in
the Tribler client.

e The sri will help distinguish good from bad moderators. Moderatars
ranked based on the relevance of peers approving their r@bates.

e The sri will decide for which moderator moderations are forwarded a
stored on disk.

e The sri will direct the social network exploration by choosing eanbe
partners.
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According to Christianson et al.[4] trust can not be cal®daransitively when
only one aspect of trust is considered, a friendship relatiothe case of Socio-
Cast. There are several aspects of trust for peers based/emalsabilities, their
ability to write good moderations and their ability to befrd peers that write good
moderations. The quality of these abilities may be coreeldiut not all good mod-
erators have good taste in friends. ThereforedReof peers is anndicator for
social relevance and not an indicator for trust or reputatio

We have chosen to distinguish good moderators. We do nohglissh bad
moderators, because blacklists and bad reputation caly bastircumvented by
creating new identities. The goodness of moderators isdbaisehe appreciation
it receives from relevant peers, not on measurable merigdeVvBnce is therefore
very subjective and its performance can not be measuredtivajly.

Subjectiveness with regard to moderations is a benefit. rHigest formulates
a global opinion distilled from the average of opinions weggl by trustworthi-
ness. However there may not exist a unique global opiniorch Bad every user
is unique and therefore peers in these networks should suggederations on
personal taste. Moderations suggestions are therefdoeethifor each and every
peer.

Because there is no real distinction between good and bark th no specific
thresholdthat determines when a moderation is spam. Jkecan only be used to
give an indication of the relative quality of moderationsngared to other moder-
ations in the system.

We will now discuss two versions of th&rl. The beauty of this index is that
it depends on readily available information and does natiiregnteraction with
other peers during calculation of relevances. Therefooh @er can in theory
implement its own version of therl. In the following sections we will discuss
two designs for thesRl.

3.2.1 Breadth First Search

The first implementation is based on thleortest pattbetween peers. This logic
is based on the idea of transitive trust: the trust one placasfriend of a friend
is based on the trust one places is based on the trust tha¢si¢tfie two relations
in the social path. Since relationships are either existamonexistant the trust
represented by these relationships is binary.

Trust can be described as the chance the other party wilestudty cooperate.
For example peai has experience with peérand peeb has had experience with
peerc. The trust peer places in peeb is defined ag,;, which is the chance
peerb will cooperate with other peers according to previous eepees. Ift,. is
calculated in a similar way, the transitive trust pegraces in peet is calculated
as the chance that botl, andt;. happen:
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Figure 3.1: Example o6RI flowing through a social network. The capacity of
relations is noted alongside the edges. Tihe -FLOW of peers is indicated on the
vertices.

toe = tab . tbc (31)

This same principle is used in reputation systems like Higest[11] and PGPF]].
When a friendship relationship between peers in Triblediesghe chance for co-
operation isl, any peer in the social network is equally trustworthy. T¢eems
improbable and when for example the trust peers place in fitiends is0.9 trust
will diminish deeper down the social network.

The requirement this places on the calculation of $ire is that peers found
deeper in a social graph should have a logRr. The sri of all peers in the social
network can then be determined in a sirggle (breadth first search) sweep through
the social relationships in the local cache. The most siralglerithm forsriis to
credit peers with relevance according to its depth in théatoetwork. ThesRri
for peern is calculated as follows whek&pth,, is the shortest path to peer

1

9depthn—1 (32)

ST, =

3.2.2 Max-flow

We designed a version of th&rI based onvax -FLow algorithm designed by
Feldman et al[8]. to give more weight to popular peers. Higlonnected peers are
more popular than other peers, but not all their connectitresild count towards
the trust score they receive. M -FLOW only considers connections that are linked
to the originating peer. All possible paths to the targetr e found and the
maximum flow is calculated to signify social relevance oft theer.

The flow through each link is bound by the capacity of that.lifikie capacity
of the link between peersand peerj is calculated as follows:
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1
- ndepthi

Cij (3.3

The variabledepth; indicates the length of the shortest path from the viewpoint
peer to peei. An example of how trust flows through the edges of a social o
can be seen in figure 3.1 where the variablis 2. By decreasing preference is
given to the connectedness of peers and by increasprgference is given to peers
with short social paths. The optimal value of this paramsteuld be established
with an empirical study of an actual SocioCast network.

3.2.3 Bootstrapping

Both algorithms to determine tt&r1 are dependent on having a connected social
network to work with. When this is not available or when ndp@tan appropriate
approval can be found other measures should be taken.

BarterCast[2] is a subsystem of Tribler that does bandwadtdounting. In the
current version of Tribler (4.1.9) it uses an epidemic ptotdo aggregate how
much each peer has uploaded and downloaded. In future mergiovill work
similar to the algorithm by Feldman[8] et al. discussed befo section 2.2.2. The
MAX -FLOW of bandwidth from peers is an indication of their altruisndas an
indication that they probably provide good approvals.

Through the BuddyCast protocol peers receive informatioout what other
peers have downloaded. Using this information the Buddy®atssystem calcu-
lates taste buddies. These taste buddies are active pechavamn sacrificed band-
width to share their taste. Such a sacrifice is a reason tbdppovals of such
peers to some degree and therefore taste overlap could th@sigeeak relations in
the social network.

A last resort is to bootstrap new peers into the system usimgtwsiork of pre-
trusted peers which was proposed as part of the EigenTijstystem. We strongly
discourage any use of centralized systems and therefarg pse-trusted peers to
bootstrap peers should be dismissed.

The goal of this thesis is however to see if there is a way teritrist in peers

based on social connections. Therefore we will not look thtoproblem of boot-
strapping socially unconnected peers into the Tribler netw

3.3 Conclusion
In this section we explained how the SocioCast protocol worklpon entering

the Tribler network peers exchange lists of friends and @a@s. By combining
received social information a view can be created of theasoetwork.
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We have introduced two versions of tBel, which gives scores to peers in the
network. These scores are calculated relatively from eaeh lpased on the infor-
mation that is available on the social network.

e TheBFsvariant of thesrlI is designed with the idea that the trust someone
places is based on the length of the shortest path

e The second variant of theri based on thevax-FLow algorithm gives
higher scores to peers that are highly connected from thepaimt peer.

Finally we discussed several methods to bootstrap the Sastosubsystem of
socially unconnected peers. We concluded that we will nok lurther into the
problem of bootstrapping because the goal of this thes@sdetermine how social
relations can contribute to the availability of higher qgtyatnoderations.
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Chapter 4

Constructing the SocioCast
Model

In order to test the validity of our SocioCast design we hampléemented a sim-
ulation environment for social networks. We need repregivat networks to test
our model of SocioCast. This section examines the propedieeal social net-
works. We use this information to compare several algortiimat generate social
networks.

4.1 Social Network Analysis

Most social networks have properties in common. The stat&ielow are shown
by the outcome of an analysis by Mislove et al.[12] on thek#iOrkut, Youtube
and Livejournal social networks, unless otherwise cited.

Relations between people in social networks are very synnétendships be-
tween people are usually both ways. Another property isttiebutdegree has a
great correlation with the indegree, people that receivaynfidendship requests
also befriend many friends themselves. These effects ardalthe tendency of
people to reciprocate friendship requests from other users

The amount of friends people make in a social network varies. aAccording
to the research by Mislove et al.[12] the link distributiohusers on the Flickr,
Youtube and LiveJournal networks could be fitted well by a @olaw. This means
there are very few users with very many friends while mostaubave only few
friends. Most social network operators have institutedptoghe amount of links
allowed per user which affects the most connected peopleanses a less good
fit with a power law distribution.

On the other hand, a study by Pennock et al.[13] shows thadigfiebution of
links shows a better fit with a normal distribution when linksspecific category
of interest are considered.
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The average shortest path length between people in all taialsnetworks is
about 5 which is partly due to their power law distributionheTother aspect of
these networks that causes this is sleale-freebehavior. A network is scale-free
when highly connected people have a tendency to befrierat bighly connected
people more frequently than normal people. This forms alhiglustered sub-
network in the social network consisting of highly connecfeers that act as a
shortcut for social paths in the network.

Not only are highly connected people densely clusteredettiige social net-
work has a high clustering coefficient. This can be explaibgdhe nature of
social networks. Friends of a person are more likely thamabito also know
eachother or even be friends. This property for social netsvis called thesmall-
world property.

Social networks have densely connected coreemoving the highly connected
people will break the network in many small clusters. Remgwhe 10% most
highly connected people is enough to break the entire nktimasmall clusters in
all networks analyzed. This can be explained by the scakefiroperty of these
networks, highly connected peers are the main provider®wh@ctions between
other peers in these networks.

We have looked at a dataset extracted from YouTube by théeTgooup. The
problem of this dataset is that it is a subset which may noibéxine properties of
the entire network. According to research by Stumpf et 8].fhost subsamples of
scale-free network do not exihibit scale-free behaviouwab. Also the number
of friends per peer in the Tribler YouTube dataset distrdoudid not correspond
to the analysis of Mislove et al.[12].

4.2 Network Generation Algorithms

For testing purposes we have made a generic implementatioreite network
representations. We used this implementation to test thpepties of networks
generated by several algorithms. We have looked at an #igoto createsmall-
world networks and another to createale-freenetworks. These are the most im-
portant properties of social networks and therefore we eathpare the networks
they create.

421 Small World

To generate small-world networks we looked at the algoritamdom rewiring
proceduredesigned by Watts et al.[23] to create a small world sociaphgr A
small world network is highly clustered, the friends of pkopave a very high
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Figure 4.1: Small world networks with increasing randonsnd$he left network is
not rewired at all withp = 0. The links in the second network have been rewired
with p = 0.2, while the right network has been completely rewired with 1.

chance to also be friends of each other. Another properthdsrelatively low
average shortest path lengths between peers.

This algorithm starts by creating a ring network consistiig peers connected
to their £ nearest neighbours by undirected edges. A peer is chosea lanidin
the clockwise direction is chosen and randomly reconnewtdda chance. This
step is repeated by rotating clockwise around the ring eath link has been con-
sidered.

This algorithm has several drawbacks: the network is inolgpaf growing after
creation which prevents the modeling of a dynamic networkicéthe ring has
been created and reconnected it is unpossible to add addifieers. Also the
structure of the network is not scale-free which causes veeage shortest path
between peers to be longer than desired.

4.2.2 Scale-Free

We looked at th@referential attachmerdlgorithm by Barabasi et al.[1] that creates
networks with the scale-free property.

The algorithm starts out with a fully connected graphnofpeers. Peers are
added to the network until the network containpeers in total. Whenever a peer
is added to the network it will receiveconnections to peers already present in the
network. The peer to which this newly created peer is comueist chosen using
preferential attachment. The chance a peer is chogenHsc;/ 3°; c; wherec; is
the connectivity of a peer anditerates over all previously added peers.

The distribution of friends per peer in networks generatgdhe preferential
attachment algorithm follows a power law in contrast to $malrld. We plotted
the distribution of friendships per peer in networks getetdy the scale-free al-
gorithm and the small-world algoritm in figure 4.2.

Unfortunately the network produced by this algorithm is asmall world net-
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Figure 4.2: Friendship distribution in synthetic smallrldoand scale-free net-
works. Only the friendship distribution of the scale-frestwork can be fitted with
a power law.

work, the clustering of peers is far lower than networks poadi by the algorithm
of Watts et al.[23]. Due to lower clustering in network geated bypreferential
attachmentalgorithm themax -FLow version of thesri will underestimate the
relevance of close friends in comparison to highly conrepiers.

4.2.3 Combination

Chakrabarti et al. designed R-MAT[3], an algorithm that gemerate graphs of
different types including a combination of scale-free amé-world. To generate
a network of sizex a matrix of sizen * n is created where the entfy, ;] indicates
peeri added peey as a friend. The size of the network needs to be of the form
2*. During each addition of a relation several steps are takem.each step the
matrix is divided into 4 quadrants and for each step a quadsammosen according
to preset chances to be the matrix for the next step.

Unfortunately many peers remain unconnected due to theonanuhture of
adding random edges which makes it hard to make a sparserketivoeers. To
make the network fully connected the algorithm needs toicoatadding relations
even though the requested amount of average number of $rieamibeen reached,
which results in too many friends per peer. Therefore wedgtinot to use this
network generation algorithm.
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4.2.4 Comparison of Peer Influence in Generated Networks

Highly connected peers are interesting for other peersusecaf their knowledge
of the network. This knowledge can comprise of actual mdaera or useful
approvals of other moderators. For other peers to benefitisfknowledge the
influence of these highly connected peers should be bigger ttie influence of
average peers.

It takes a lot of effort for users to create a highly conneqtedr because of
the amount social interaction it requires. An easier gjsate to introduce many
slightly connected peers to work together in a so calledusah network. The
single peers in such a collusion network have few friendseir bwn, but together
they might have more influence than a single highly conneoseul.

In a social network the potential influence a peer can exedrmther peer is
determined by the social links in the shortest path betwbertwo. Intuitively a
friend of a friend is more trustworthy than a friend of a fideof a friend. The aim
of this comparison is to see whether the influnce of a singjaliiconnected peer
is indeed larger than the influence of a combination of mamgrgpand what the
tipping point is.

We will compare the influence of different types of peers ialsdree networks
and in small-world networks. Using the algorithms discdgseviously we gener-
ated a scale-free network and a small-world network bothagoimg 25.000 peers
with on average 20 social relations per peer. The amounteybpeas chosen arbi-
trarily, the average number of friends is slightly higheairithe amount of friends
found in the social network clawisy Mislove et al.[12)].

All peers in these networks are passive and social relatiomstable. We use a
simplified model to test our hypothesis that the potentiil@nce of highly con-
nected peers is higher than a colluding network. Such asiolunetwork of size
n consists ofr peers randomly selected from the tail in the friendshiprithistion
graph, peers with few social connections.

The experiment is in effect a breadth first search from a sépdtentially mul-
tiple peers. The graph that is generated from this breadthd@arch is called a
hop-plot In figure 4.3 the discovered peers on the y-axis are cumalatPeers
discovered at depth 2 are the total of peers found at deptid 2 ancluding the
seed. Since all peers in these network are connected theveisd peers will al-
ways end up at 25.000 peers.

The resulting hop-plots 4.3 and 4.4 show that on averagentioriat of hops to
cross the network is smaller in scale-free networks thamiallsworld networks.
However not only is the average of hops different, the infbesof highly connected
peers is different between the two networks.

In figure 4.3 it can be seen that in a small-world network tHei@mce of 25

The average number of friends per network: 12.24 on Flicl§.97 on LiveJournal, 106.1 on
Orkut and 4.29 on YouTube.
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Figure 4.3: Hop-plot of a small-world network, an overviewsbortest paths to
the entire network from a specific seed.
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Figure 4.4: Hop-plot of a scale-free network, an overvievglurtest paths to the
entire network from a specific seed.
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colluders and more is substantially higher than the inflaeoica single highly
connected peer. In contrast to this figure 4.4 shows thattdyhagpnnected peer
in a scale free network has far more influence on the netwak #hcolluding
peers. The influence of 100 colluders is however slightiyhéighan the highly
connected peer, which is not bad per se. For the scale-frieeorkethe single
highly connected peer has more friends than 50 colluder$icwd which makes
the breadth first search from the highly connected faster todlusion networks
of size 50 and smaller. The exact numbers do not matter asflbence of peers
depends on the size of the network, what is important is Heirtfluence of highly
connected peers is far greater in scale-free networks themall-world networks.

Real social networks are a combination of a scale-free amdadl svorld net-
work. The defining property of a scale free network is the ferrter average path
length. Therefore it can be concluded that in real sociavogs the influence
of highly connected peers is substantially greater thanntifigence of a collusion
network.

However, the problem of this first explorative test is that ihfluence is con-
cluded from a breadth first search from a source. This doetahketinto account
the amount of relationships per message and the size of tie ¢aat holds a
global view of the network in each peer. Most importantly ithituence of a peer
is not defined by how it can reach other peers in the networihdwr other peers
can reach the peer in question. The score calculated bgrRheeuristic is deter-
mined from the viewpoint of other peers and that is what wéamélyse in chapter
5.

4.3 Modeling Setup

To do proper simulations a generalised implementation @id&ast was made
using the Python[14] programming language. Each peer issmmnamous com-
ponent capable of communicating with known peers. Timesgsrdie and at each
point in time an active peer has a chance to connect to a pegckange relation-
ship information. We made a simulation of SocioCast usirg3mPy[16] library
which helps create a network where all peers are active. efpesrs can activate
themselves at any point in time to conduct relationship argles. Unfortunately
due to simulation scaling issues with thiaXx -FLOw version of thesrl we were
forced to do experiments with only one active peer througtiwisimulation. With
only one active peer it was no longer necessary to use SimPy.

Analysis on real social networks points out that they exhsbaall world and
scale free properties. Due to not having a proper dataset@ruking able to gen-
erate a network with both these properties we need to chasebn a scale-free
and a small-world network. We choose to ssmle-freenetworks in our experi-
ments, because the smaller shortest paths in these netarerksore essential for
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the MAX -FLOW algorithm than heavily clustered small worlds. Due to thek laf
high clusteringuax -FLow will overestimate the importance of highly connected
peers. In real social networks peers with shorter pathsrediive higher scores
due to their clustering even though they are not as connected

A property that is hard to model is the irregular behavior &g in a real so-
cial network. Peers in real social networks come and go wigshlts in network
thrashing. It would be interesting to see how this affecésgpeed at which peers
discover the social network. Unfortunately due to time t@msts we were not
able to test the effect of network thrashing on social netvaiscovery.

Also our simulation is done on a static network where allnidghips links are
generated and active from the start. In the real world pesmsadd and possibly
remove friends at any point in time. We have not looked inis tecause it is
hard to model link dynamicity that is comparable to real woretworks. Instead
of guessing what would be closest to real behaviour we hawserhto keep our
model static and simple for now.

The BuddyCast protocol in Tribler, responsible for peertacninformation and
taste, has a blocking system and a throttling system thislime amount of mes-
sages sent in a specific timeframe. Peers will at first exaBogldyCast messages
at a high rate, but the protocol slows down after a presehertiime.

We have envisoned such a system for the SocioCast impletizent&Ve have
not modeled such a throttling system, because it only affegploration speed
slightly since the effects of it are mostly on incoming megsafrom long time ac-
tive peers which we don’t model at all. Also what is most intpot is exploration
speed and scaling behaviour of peers that have just joireeddtwork and thus are
not affected by throttling.

Another issue is the connectivity of peers. Peers behind eonger are unable
to receive messages unless they have setup their routerpecdis way. Up to
50% of the peers in the current Tribler network are not cotibkec This seriously
affects the possible connections between peers and cari patte of the social
network.

Our model consists of 1 active peers and incoming connexctios non-existant.
This means the peer in our model can not contact 50% of thes peére network
and can not exchange social information with these peers.

If all peers in our network model were active and the mondagpeer is con-
nectible the availability of social information is bettddnconnectible peers can
contact the monitored peers and communication is initiliecbther way around.
In our model only 1 peer is active and therefore we have chaségnore con-
nectibility. The effects of connectivity problems is lefrrffuture work.
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4.4 Conclusion

Due to computation restraints it is very costly to do experitations on networks
with sizes comparable to real social networks. Subsetstakdts should not be
used for simulations because they may exhibit differemvagk properties than
the entire network. Therefore the we will do experimentato artificially created
networks. Due to the shorter average paths of scale-fraoriet we choose the
preferential attachmenalgorithm by Barabasi et al.[1] to generate networks for
our simulation.
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Chapter 5

Simulations of Speed and
Scalability

We will look at the influence of differergr1algorithms on the network exploration
of a new peer. After that we will see how SocioCast scalesrhititig the size of
the relationship cache. We will compare two different pngnalgorithms for the
cache. Finally we will see how well bo#r1 algorithms discover highly connected
peers.

5.1 SRI Implementations

In section 3.2 we introduced two versions of gra which determine the relevance
of peers. This index drives the social network exploratigrcboosing exchange
partners and it distinguishes good from bad moderations.

In this section we introduce three seperate implemensidthesrI. The first
implementation for thesrl1 is based on a breadth first seara@r$). The second
and third implementation are both based onniaex -FLow algorithm.

Each implementation is tested on a scale-free network stimgiof 1000 peers.
The average amount of friends in this network is 10 and thet camected peer
has 130 friends. TheRrl is calculated from the perspective of a single peer, the
viewpoint peerThis is necessary because 8w is always calculated relatively to
each peer.

In our experiments we choose the viewpoint peer as followivg order all
peers based on the amount of friends they have with the pedtbrthe most friends
towards the end. The peer?’of this ordered list is chosen as the viewpoint peer.
This peer is part of the tail in the distribution of friendsdestands for the average
peer in a social hetwork.
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Figure 5.1: Scatterplot of thers sriof peers and their number of friends. The
correlation coefficient i9.12.

5.1.1 Breadth First Search

The first implementation we tested is based on the shortéistipa singleBrFs
sweep. The resulting scatterplot is figure 5.1 with on theis-ghe amount of
friends and on the y-axis th&Rr1 of the peer. There is no correlation between the
SRI of a peer and its number of friends. The Pearson product-mboogrelation
coefficient is0.12 when thesRl is determined by the shortest path to peers.

sri, = 1/24epthn=1 (5.1)

The four lines in figure 5.1 correspond to the various lengththe shortest
paths. The peers with the lowesk|, 0.125, are connected with a shortest path of
length 4 to the viewpoint peer.

5.1.2 Edmonds-Karp Max-flow

Our second implementation isMaaX -FLOW version of thesrI. The MAX -FLOW
is calculated using the Edmonds-Karp[7] algorithm whicls bamplexity order
O(V E?) with V representing the vertices aftirepresenting the amount of edges
in the social network. Although the Edmonds-Karp algoritisraptimal for sparse
graphs it is significantly slower than ti&s implementation.

To illustrate this further, thers implementation is of complexity ord€? (V' +
E) and it calculates the score for every peer in a single swedye. complexity
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Figure 5.2: Scatterplot afiax -FLOw SRI of peers and their number of friends.
The correlation coefficient i8.87.

order of Edmonds-Karp is much higher and it needs to caleulssri for each
peer individually increasing the complexity (V2 E?).

A scatterplot of thesri and the number of friends is shown in figure 5.2. The
Pearson product-moment correlation coefficient betweersth and the number
of friends of peers i9.87, which means there is a clear correlation.

Itis not clearly visible in figure 5.2, but the maximum relega of peers is bound
at the number of friends of the viewpoint peer. The maximalftmming out of
the viewpoint peer corresponds to the sum of the capacitiggdinks to its direct
friends and these links have capacity 1. Therefore thendistn a viewpoint peer
can make between highly connected peers is dependent omthentof friends it
has.

5.1.3 Max-flow Heuristic

We designed a heuristic to calculate thex -FLow in a social network. It cal-
culates thewAx -FLOwW to all peers in one breadth first sweep which means it is
of complexity orderO(V + FE) like the BFS sriimplementation. The capacity
of links is calculated ad-hoc disregarding existing flow.isTimakes the heuristic
of MAX -FLOW prone to exploitation by routing social paths in parallebtigh an
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Figure 5.3: Scatterplot of theax -FLOW heuristicsRrI of peers and their number
of friends. The correlation coefficiet16.

entire collusion network toward one peer.

Not only does this make the algorithm prone to exploitatibralso does not
work as can be seen in figure 5.3. It overestimatessthiebecause it does not
adhere to normal flow. The Pearson product-moment comelatefficient i€.16,
only slightly higher than thesRri based orBrs. Therefore we decided not to use
this heuristic in further experiments.

5.2 Social Network Exploration Speed

Using our model of SocioCast we will now take a look at how peadiscover the
social network. What is most important here is that with dimyited interaction
with the user a Tribler peer can create an extensive vieweo$dtitial network.

Since the social network is static all friendship links areated before the first
step. The viewpoint is selected as described in sectionrilitastarts exploring
the network. The viewpoint peer will only have knowledge @hits own friends
initially. During each step it will contact a peer which idessted using several
strategies. We have tested SocioCast with two strategmedeot targets: select the
peer with the highestr1 and select a random peer.

The usage aflAX -FLOW is similar to the hill-climing graph search algorithm[15].
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Figure 5.4: Network discovery speed usmigs andMAX -FLOW basedsRl

Both algorithms are directed towards peers with a high scéhe difference be-
tween the two is that our graph discovery algorithm is notaacealgorithm.

We have compared the exploration speediak -FLOwW, BFS and random target
selection strategies. To compare these strategies wedraatcale-free network
consisting of 1000 peers with on average 10 friends per peer.

Peers are discovered at greater speed when peers aredeisiclg themAX -
FLOW algorithm as can be seen in figure 5.4. The number of stepn talsghown
on the x-axis, which corresponds to the amount of nodes cautat that time. The
amount of nodes reached by the discovered social graph anensin the y-axis.

This difference in performance can be explained by the waysth is calcu-
lated. As shown earlier in figure 5.2 tee! of peers is correlated to the amount of
friends they have. This means that when a peer selects egelpantners based on
their sriI they will have a preference to highly connected peers. Ber#e net-
work is of the scale-free type these highly connected pesrs & high chance to be
connected to other highly connected peers. Even at gregpeh dighly connected
peers will gain preference over peers at lower depth beauikeir connectedness.

It took themAX -FLOW algorithm 30 steps to discover 687 peers, which is 22.9
peers per step. After 30 steps the discovery process slows dae to overlap
between peers already discovered and peers received irsesgchFor larger net-
works highly connected peers will have more friends andthe -FLOw algorithm
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directs its exploration towards these peers. Thereforexpeat that the amount
of peers discovered per step increases as the network sizages. Given this
increased rate of peer discovery, our social network eaptmr algorithm scales
as the network increases.

Based on this experimemAXx -FLOW SRl is the superior algorithm because it
generates a broader view of the social network quicker. Fgessions end-game
discovery could be sped up slightly with more push exchariges unknown
peers. Since this experiment was done with only the viewpaser active in initi-
ating exchanges the real world SocioCast implementatidirbesifaster.

5.3 Network Exploration with Restricted Message Length

By not restricting the size of SocioCast the Tribler netwbdcomes prone to
abuse. Although friendships need to be acknowledged bottswa malicious
peer can generate many fake relationships by introducike ffaers in a Sybil at-
tack. Many fake relationships can clog the relationshipheaand will consume
bandwidth. We will therefore look at how the SocioCast peotacould be altered
when the message size is limited. We will also discuss whéthkiould be limited.

The main objective of peers in SocioCast message exchangegather social
information and therefore peers should retain informatiead for gathering and
not specifically for spreading. Peers could send each otlbenbfilters to see
which relations are not yet known to the other. Such a bloder filan also be used
to check if other peers still have a relationship in theirmathat has been deleted.

When the message size is fixed an extra piece of informationldtbe sent
during exchanges, the amount of social relations not yetanged. This allows
peers know which peers have relationships that are not yatikrand should be
contacted at a later point in time.

Another way to limit the size of messages is to limit the maximamount of
friends peers are allowed to have which indirectly limits thaximum size of So-
cioCast messages. Such a limit is quite common in social orésjl 2], but it
could affect the scaling of SocioCast by increasing theageshortest path in the
network.

Message length should not be limited until abusive behaviewetected for
several reasons. Synchronization of relations using blfdtens makes exchanges
more complicated and requires more messages. More imggrtarly sending
a subset of friends hampers the speed at which peers expmotial network
when highly connected peers have too many friends to fit inG@o8ast message.
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Figure 5.5: SocioCast scaling with fixed cache size

5.4 SocioCast Scalability

It is important for SocioCast to scale to larger network siz&/e will test how
many peers can be discovered in a network when the cacheahasg social con-
nections has a fixed size. This is inevitable because limitatmust be placed on
the usage of diskspace by Tribler on the computer of its useisimportant that
SocioCast scales because when it only spans a part of thed setivork not all
information is available to the user.

For this experiment a network of size 1000 was generated avitaverage 10
friends per peer. The viewpoint was picked as describeddtiose5.1 to initiate
network discovery. We tested the scalability of SocioCah wRI based orBrs
andMAX -FLOW given a fixed size for the cache that stores social relatiSosial
relations are pruned from this cache based orsthiof the peer they connect to.

The cache size for both tests was limited to 1000 connegtishikh under op-
timal conditions would mean a peer could discover the enttevork. By using a
spanning treex vertices can be connected hyedges and thus potential places
in the cache can span a social network containiriyibler peers. The scalability
of our two sRI heuristics depends on how many cycles are formed by the vegy th
traverse and store the social network.

The resulting graph of this experiment is shown in figure S'&e number of
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Figure 5.6: SocioCast scaling with link-weight based pmngni

steps and nodes contacted is shown on the x-axis again. Tanenawof links in the
cache and nodes reached by the social graph spanned bykb@lithe cache are
shown on the y-axis.

Node discovery usingiAX -FLOW is again much faster. However due to aggres-
sive cache pruning the amount of nodes in the cache dimmtier the cache fills
up. In step 11 th&1Ax -FLow cache is filled and relations are thrown out. Connec-
tions to peers that have many connections will be storedvior faf connections to
new peers due to their higrl. This means the cache will fill up with only paths
to the most interesting peers.

During the experiment witBFs the amount of peers in the cache only started to
drop at step 32. This decline is due to peers with lghwith multiple incoming
paths. When there exists a peer with a path of length 2 andhgthe3 it will re-
ceive ansRl of % meaning its path of length 3 will prevail over all other peat
depth 3 even though it does not add any information.

The scaling of SocioCast is limited for either implememtatof thesr! due to
excessive pruning and storing of unnecessary link infaonat

5.5 SocioCast Scalability with Link-weight based Pruning

Social links should be pruned based on amourgrafthey add to peers and not on
the srI of the end peer. When the score of a peer is hardly affecteépving
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a link towards it the link is superfluous. For example a higtdyinected peer at
depth 2 with a higlsr1 does not gain much score from an additional separate path
of length 4. For thesFs variant of thesrI only one relation needs to be stored for
each peer.

The maXx -FLOW algorithm still discovers peers faster than #%s algorithm as
can be seen in figure 5.6. Both algorithm are able to keepIgmatias to far more
peers with the link-weight based pruning algorithm. Bottgeshow however that
discovered peers are thrown out of the cache again.

The pruning algorithm has an undesired property forghe sRiresulting in
counterintuitive behavior. For example: when a peer hasnhections at depth
3 of which 1 is redundant it can happen that both these coiomsctre pruned,
removing the peer from the discovered list altogether. @itse theBFs algorithm
will create a spanning tree containing as many peers asdhnetaks in the cache.

For mAX -FLOW the amount of peers in the cache decreases because extra con-
nections to interesting peers brings more differenc&Rirthan making connections
to new peer. A link to an undiscovered peer gets the samdtgras an additional
path to an already connected peer at the same depth. Boghdiokide the same
difference insr1 making the choice which peer to link up arbitrary.

SocioCast scales well with the link-weight based prunimgathm. This exper-
iment indicates that SocioCast makes efficient use of théasa cache. It has the
ability to quickly and efficiently discover moderators witie most relevant mod-
erations To further improve scaling ferax -FLow the pruning algorithm should
give a slight priority to links that connect unconnectedrpde allow more peers
to be discovered.

5.6 Directed Exploration in Social Networks

Highly connected peers have more information about the ov&tand therefore
peers should have social paths to these peers in partitlitgie important than the
total amount of peers in the social cache is the amount ofijhighnnected peers
in the social cache. Even more important is the amount ofthigbnnected peers
contacted over time.

For this experiment we have generated a scale-free netvemidisting of 1000
peers with on average 10 friends per peer. We selected tt&58bpnost connected
peers in the network as the target set. For battx -FLow andBFs the amount
of peers from the target set contacted and discovered aweriere tracked and
plotted in figure 5.7.

Even though thesFs algorithm lets a peer discover more peers, it discovered
about the same amount of interesting peers. The importanttref this test is
however that thevax -FLow algorithm contacted interesting peers faster. This
is important because contacting interesting peers is theveay to receive their
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Figure 5.7: Effect of scaleability on interesting peer disary

approvals and moderations. Pruning links based on the addigght they provide
to the sr1 of peers has proven to be far more effective than pruningcbasehe
total amount oRI of a peer.

5.7 Conclusion

In this section we looked at exploration speed and scatiglofiour srRIimplemen-
tations using a model of SocioCast on a scale-free network.

Exploration of social networks is much faster using thex -FLow algorithm
than with theBFs algorithm. The disadvantage to usinpX -FLOW turns out
however that it scales less good than s algorithm.

Pruning based on link-weight instead of peer-weight cabsé#s algorithms to
scale a lot better. What is more important is that peers usiegAX -FLOw al-
gorithm contact highly connected peers more quickly. ThHaglly connected
peers have more friends than other peers, speeding up atipior They are also
providers of above average quality moderations and apls,abveereby improving
the knowledge of other peers about torrents.

We can conclude thatax -FLOW is the superior algorithm albeit far more de-
manding on processing power. Peers usingvhg -FLOW basedsRI contact more
highly connected peers in a shorter timespan and discoves aidhe network in
less time than peers using thes basedsRl.
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Chapter 6

Simulations of Attack Resistance

There are several techniques that can be used to cheat inageitt systems. In
this section we will take a look at 3 combinations of thesdbégues that try to
influence the social network. All experiments were done it MAX -FLOW
version of thesri. We will first look at a combination of theybil attack in a
collusionnetwork. The second combination isallusionnetwork of moderately
connectedraitors. Finally we will be discuss &aitor attack initiated by a highly
connected peer.

6.1 Sybil Collusion Resistance

A sybil collusion attack is a combination of introducing égbeers as part of a Sybil
attack and connecting them together in a collusion netw®his network is then
connected via a single peer, the gateway. The phantom peknsdothe gateway
obviously receive a lowesRrithan the gateway peer, but there is a reasoning to this
attack. The user operating this gateway peer can then ingetimetadata using its
phantom peers without endangering its own friendships.

To simulate a sybil collusion attack using our model we gategl a scale-free
network of size 1000. We then proceeded by selecting the Hagt connected
peers to serve as the collusion network. The least conngetedserves as the
gateway and the rest of the peers is stripped of their frieipds The whole col-
lusion network is then transformed into a fully connecteld setwork. Figure 6.1
was generated as following: for each peer ordered by the ahebdfriends thesri
is calculated from the viewpoint peer. The peers with id eridinge901 — 1000]
form the collusion network. For each node on the x-axisisis shown on the
y-axis.

SocioCast is fairly resistant against this type of attacke 3Rri of the peers in

the sybil collusion network have a logrI comparable to the least connected peers
in the network. Using sybil peers bad approvals can be iejetito the system
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Figure 6.1:sRi for peers in a network with a colluding subnet of Sybil peers

without reciprocity albeit with a lovgRI1. A counter for such an attack is to punish
the gateway peer. This would require a local trust systempthaishes friends of
peers that gave bad approvals or moderations.

6.2 Traitor Collusion Resistance

The traitor collusion attack is an effect of the friend-spla@maviour of some users
in social networks. These users try to befriend every otkeer ; the network to
boost their own popularity.

We will create a traitor collusion network in a similar fashilike the sybil col-
lusion network in the previous subsection. A scale-freavagk of size 1000 is
generated and the 10% least connected peers is selectadhtthi collusion net-
work. Links are added to the collusion network to form a fullgnnected sub
network. Their original friends are not stripped, the tajiart in this attack means
that these peers are actually socially active in the netwatlkbetray their friends
by colluding with likeminded peers to boost their popularlh figure 6.2 the peers
with id in the rangg901 — 1000] form the collusion network.

This strategy gravely boosts the influence of colluding pesr the network.

This is unfortunate, since this gives peers incentive toided every peer they
encounter to boost their owsRrI. Peers are unable to discern 'fake’ from real
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Figure 6.2:sRifor peers in a network with a colluding subnet of traitors

friendships. Without negative consequences to 'fakehfighips, SocioCast is not
resistant against this type of attack. Making many friermtdlie sake of boosting
popularity should be discouraged. Friendships should mawee consequences
than boosting thesri score. Friendship could for instance require peers to give
unlimited access to torrent resources. The same solutiggib collusion could
also be applied, punishing peers for bad behaviour of theindis by lowering their
trust rating.

6.3 Worst-case Traitor Resistance

The last attack we will discuss is the worst-case trait@ckit In this scenario the
best connected peer acts as a traitor and misbehaves bygemdund bad mod-
erations and approvals. Such a situation could arise whealiaious user invests
a lot of time by communicating with other users to build a ¢aspcial network.

Another possible route, although rather unlikely, is tokide account of a highly
connected user and abuse it.

SocioCast is not resistant against such an attack becatezpiites action from
the users of Tribler. Users can reciprocate against tragdriends by cancelling
their friendship. Such reciprocation requires users tawith causes delay. Even
after removal of the friendship it still needs to propagaii® ithe network. Due
to unwillingness or laziness of its friends and the time ket&to propagate the
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friendship cancellation, a traitor may benefit from its papity for a very long
time.

6.4 Conclusion

We have discussed three different types of attacks whene pgeto boost their
SRI score. Thevwax-FLow algorithm is resistant against Sybil attacks. When a
collusion network is formed with unconnected peers3keof the colluding peers

is not affected.

SocioCast is not resistant against attacks involvingdrsit The weakpoint of
the MAX -FLOW algorithm is that there is no negative consequence to hawisngy
'fake’ friends. Peers can boost theair1 by trying to befriend each and every peer
in the network without repercussions. In future work possibpercussions should
be looked into.
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Chapter 7

Implementation

A partial implementation of the SocioCast in Python has beade and integrated
into Tribler. The implementation details of the SocioCassign in chapter 3 are
here.

7.1 Tribler Modifications

There are several modifications that need to be made to tibbe able to be able
to integrate the SocioCast subsystem.

The Tribler P2P client already includes a feature that alpeers to add friends
to be used by the 2Fast subsystem. Unfortunately thesel$tigos are one-way at
the moment. The friendship relation must be made verifialbtyway.

Peers in the Tribler system all have a public and a private Keyriendship
agreemenwill be signed by both parties. The contents of such an ageeems
shown in table 7.1. When a peer receives such a friendshgeagmnt it knows the
relationship is confirmed both ways. These friendship agesgs include an expi-
ration timestamp which signifies when the agreement is ngdowalid. These are
included, because otherwise friendships can not be tetedn#®eers should keep
track of the lifetime of their friendship agreements andoppgate new friendship
agreements in due time.

| Part | Field | Size |
Payload | public key 1 84 bytes
public key 2 84 bytes
expiration timestamp 4 bytes
Signatures| signature 1 64 bytes
signature 2 64 bytes
| Total \ | 300 bytes|

Table 7.1: Friendship Certificate
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| Part | Size | Field | Size \
| Friends | 300 bytes * entrieg friendship certificate 300 bytes|
| Moderators| 32 bytes * entries | md5(id moderator) | 32 bytes |

Table 7.2: SocioCast message layout

The approval relation of SocioCast is not present in Socstda the interface
it could be added as a simgleumbs upbutton accompanying moderations. These
relations do not need to be signed since peers only distritgir own approval
relations.

7.2 SocioCast Protocol

The SocioCast protocol is built as a piggyback system on tddBCast subsys-
tem. SocioCast messages are appended to BuddyCast me€3ageatly Buddy-
Cast selects peers from a list of peers that are known to lxeeorlVith a chance
of 50% that it will select a taste buddy from the list. This reslsuretorrentfiles
are distributed to peers with similar taste.

The modifications needed for SocioCast to work is that the pekection is
changed to a strategy where online peers with ggh have a preference over
other peers. This makes sure relevdotrent files and moderator approvals are
acquired. Another advantage is that this will make socialvoek discovered a lot
faster.

SocioCast messages consist of 2 parts, a list of friendghifficates and a list
of approvals. The contents of SocioCast messages is shaahlen7.2.

The reason that the indentifiers of moderators are encrypittd MD5! are
twofold. Firstly it saves a lot of bandwidth and secondly ®phmoderators re-
main anonymous. Peers need only know about approvals thaeoomoderators
they have moderations from.

There is no limit on the size of these messages to keep thegotaimple. When
limits are imposed synchronization methods need to bedotted. These could be
based on timestamps and sending oldest relations first osibg a bloom filter.

7.3 Database Layout

The Tribler P2P client uses SQLite as the database backeitdin\Whis database
each client stores connection information about othergpard their taste in tor-
rents. SocioCast requires 2 additional SQL tables to kesgk tof friends and
moderators. These SQL tables are listed in tables 7.3 and 7.4

LA cryptographic hash function

50



| Field | Type | Size |

peeridfrom integer| 8 bytes
peeridto integer| 8 bytes
expiration timestamp integer| 4 bytes
| Total per entry \ | 20 bytes|

Table 7.3: SocioCast Friends SQL Table

| Field | Type | Size |
peeridfrom integer | 8 bytes
peerto integer | 8 bytes

| Total per entry| | 16 bytes|

Table 7.4: SocioCast Moderator SQL Table

The maximum size of the combined SocioCast database sheuitb barger
than 10MB. Each relation costs 16 bytes and tsius 288 relations can be stored
excluding index tables. Since relations are verifiably taps only half of all re-
lations need to be stored. If for example data is stored fatavark where peers
have on average 20 friends the cache can hold relatioriRf¢28 peers.
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Chapter 8

Conclusions

In this chapter we will give a short summary of the scope of tieisearch, the
results and the results. Finally we will list several areagspire future work on
SocioCast.

8.1 Summary and Conclusions

Tribler[19] is a P2P file sharing client, based on the Bigotf5] protocol, devel-

oped at the Delft University of Technology. Its main focuthis exchange of video
content combined with social cohesion in a distributed exntThis seems like a
trivial problem since sites like YouTube[24] exist as a fuah to share videos and
make friends. However the emphasis of the research is onngiakcompletely

distributed system, a key advantage over the old clienvtesenodel.

With the research presented in this thesis we give usersectiibler P2P file
sharing client a method to estimate the quality of modenatiabout video con-
tent. These quality ratings are based on the social rekatbnsers in the Tribler
network.

In what way can &ocial networkformed by the friendships of users of
theTribler client contribute to thguality of moderationsf .torrents?

To answer the research question we have first looked at $ameeamtivation
methods in chapter 2. From all the methods listed we prefet-FLow because it
does not require communication with other peers while daténg the reputation
for an peer. Also it is calculated relative to each peers ngakiimmune to simple
collusion. We therefore decided to design SocioCast witimeentivation method
based ommAX -FLOW.

We discussed the design for the SocioCast extension toefrblchapter 3.
This design consists of two parts: One part is concerned pyvitpagating friend-
ship information to other peers so that each peer can crgaesanal view of the
social network. The second part is the social relevancexiggiel) of which we
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designed two versions, one based on breadth first sears) 4énd one based on
MAX -FLOW. This index gives an estimate of the trustworthiness of pbgrcal-
culating their social relevance. TR algorithm based omFs bases this score
on the shortest social path to peers. Birealgorithm based omaXx -FLOw bases
this on the amount of flow that can reach peers given a cerggingaity to social
links.

Based on our simulation results in chapter 5 we concludemhat-FLow is the
superior algorithm compared to our reference implemeoriafs, albeit far more
demanding on processing power. Peers usingvthe -FLOW basedsRI contact
more highly connected peers in a shorter timespan and diseowore of the net-
work in less time.

In chapter 6 we discuss how resistant SocioCast is agairest fpecific attacks.
The overall weakpoint of theax -FLow algorithm is that there is no negative
consequence to having many friends. Peers can boossthiddy trying to befriend
each and every peer in the network without repercussions.

SocioCast is vulnerable to the so called traitor collusitback, the result of peo-
ple spamming the network with friendship requests. Theesfodeterrent should
be added to make it less worthwhile to indiscriminately agetyone as a friend.

Our research question can thus be answered with: the satiabrk formed
by friendships between users can assist users in findingloactive peers in the
network that are more likely to provide moderations of goadlity.

8.2 Future Work

When themaX -FLOW algorithm is used, therl of peers is limited by the amount
of friends of the viewpoint node. Peers are not able to compae relevance of
peers whosesRl is capped by this limit.

A possible solution is to assign infinite capacity to linke&rnds friends at depth
1. Itis however not very elegant, because it removes théyatwl order friends at
depth 1 by their relevance and it only shifts the problem.

Another option is to alter the parametermiXx -FLOW that determines the ca-
pacity of links. SocioCast could dynamically change thisapzeter dependent
on the network structure. When tis&! of peers exceed the upper bound the pa-
rameter can be increased to lower gr of highly connected peers under limit.
This would allow the viewpoint node to compare the relevasfdbe most relevant
peers. Note however that the orderss of peers changes by tweaking thiex -
FLOW parameter.

Social groups should be introduced to Tribler to strengthercohesion of peers
with similar interest. This well make it easier to find reletapprovals and mod-
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erators.

Due to the complexity order of theax -FLoOw algorithm by Edmonds-Karp So-
cioCast may not scale due to processing power constrafriss Is found to be the
case thevaX -FLOW heuristic by Feldman et al.[8] should be evaluated. It sthoul
first be shown that when the heuristic by Feldman et al. is tiseck still exists
correlation between thgr1 of peers and their connectedness.

Finally SocioCast should be implemented in the Triblerrdli® see how it per-
forms with a real and dynamic social network.
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