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2 Problem Statement 32 Problem StatementIn a MAS (multi agent system) agents interact with each other by providing andreceiving resources. Each agent has its own goal which it tries to achieve. Toreach its goal an agent usually needs to acquire resources from other agents, butproviding resources is usually not a goal for agents. Agents request resourcesfrom each other. The result of these requests is not always successful, agentswill not always receive the resources they requested. There are several reasonswhy an agent may not receive the resource it expected.In the following scenarios I will use agents A1 and A2. Agent A1 wantsresource a and possesses resource b, Agent A2wants resource b and has resource
a in his possession.

• The goal of agent A2 is to propagate resource b as much as possible in thenetwork. By pretending it to be resource a which is far more desirableby other agents in the network it can lure another agent into requestingresource a. They will actually receive resource b, which they do not ex-pect and probably do not need. Another possibility is that agent A1 hasonly misidenti�ed resource b for resource a and ignorantly propagates amislabeled resource.
• Agent A1 has made a deal with agent A2 to exchange resource b for re-source a. After agent A2 has received resource b it chooses not to deliverresource a.
• An agent may not be able to deliver a resource it has promised due toexternal circumstances like a broken network link.This list is far from exhaustive but I have listed the situations for which I wouldlike agents to be able to estimate in advance whether they will receive the re-source they expect. In most situations agent A1 and agent A2 are strangersto each other which means agent A1 has no personal history with agent A2 toassist the estimation.The outcome of an interaction with an unknown agent can be modeled bythe prisoner's dilemma, which can be explained as follows. Two prisoners, a1and a2, are caught doing a crime and their jail time depends on whether theybetray each other or not. When both prisoners remain silent they get thereward. However when one betrays the other the betrayer gets the temptationand the other is played for a sucker. When both betray each other they areboth punished.Let Ri be the event that agent ai gets a reward, Ti the event that agent aireceives the temptation, Si the event that agent ai is played for a sucker and Pithat agent ai is punished.

a1 is silent a1 betrays
a2 is silent R2, R1 S2, T1

a2 betrays T2, S1 P2, P1Tab. 1: Prisoner's dilemma



2 Problem Statement 4The jail time they get is based on the outcome of the statements of bothprisoners and the duration is ordered as following Ti < Ri < Pi < Si. Eventhough the combined jail time is shortest when they both keep silent, it is mostbene�cial to betray each other. When a2 remains silent it is most rewardingfor a1 to betray him (Ti < Ri). Even if a2 betrays a1 should betray as well(Pi < Si). In both cases a prisoner is better o� betraying the other. Things getmore interesting when agents interact with each other more and strike a deal toboth keep silent because in the end 2 ∗ Ri < Ti + Si < 2 ∗ Pi.2.1 P2P File Sharing NetworksThe problem of dealing with unknown agents is especially present in P2P (peerto peer) �le sharing networks. The goal of agents in a P2P network is to acquire�les that the owner of that agent requests. In contrast to the client-server modelresource exchange is not one way, agents in P2P networks are all equal and eachagent can send and receive resources to and from other agents. People log intothese P2P �le sharing networks to retrieve �les. For regular users distributionof their own �les is not a goal, which causes the free-rider problem.2.1.1 Free-ridersMany people act altruistic in their relations with other people for various rea-sons. They may like the reactions they get or they may fear consequences ofsel�sh behavior. When people act sel�shly toward other people in person theywill most likely not get away with it easily. Other persons will not tolerate thisbehavior and reciprocate by acting unfriendly as well. They will also most likelyinform other people of the rude behavior. When people interact online it is lesslikely that they will su�er the consequences of sel�sh behavior and will thereforebehave less altruistic than they would otherwise.Measurements of sharing behavior on the Gnutella network in 2000 [1] ofGnutella users showed that nearly 70% of the users do not share anything atall and that 50% of the responses are returned by the top 1% sharing users.Measurements from 2001 [30] report that 26% of the Gnutella users share no�les and 20-40% of the Kazaa users share almost no �les. A large amount of usersalso misreported their connection speed to discourage people from downloading.Although these two measurements di�er dramatically in numbers it is clear thatmany people behave in a sel�sh fashion.Peers that behave in this fashion are called free-riders. Some state that apeer is free-riding when it provides less service than it receives. Others aremore strict and classify a peer as a free-rider when it provides less than it isable to provide. The following de�nition will be referred to from now on whenfree-riders are discussed:De�nition 2.1. [Free-rider] An agent that does not provide as many resourcesto other agents as it is reasonably able to.Ideally as incentive would turn free-riders into altruistic users. If more peopleshare �les downloading �les will be faster and more importantly, it will becomeeasier to �nd rare �les.



2 Problem Statement 52.1.2 Corrupt and Fake FilesAnother problem found on P2P networks is that there exist many �les withwrong �le names or descriptions. A measurement of the Kazaa network in 2005indicated that more than 50% of the popular �les were corrupt[19]. The exis-tence of corrupt �les is attributed to content pollution and content poisoning [5].Deliberately providing fake �les is called poisoning and accidentally providingcorrupt �les is called pollution. Each peer has a limited download speed anddownloading fake or corrupt �les should be prevented by all means. It doestherefore not matter whether a �le is corrupt due to pollution or poisoning.There are several incentives for people to poison a network with fake �les.Lately front o�ces of organizations like the RIAA and the MPAA1 have beeninjecting fake or corrupt �les to deter people from downloading copyrightedcontent. Another source of fake �les are people that rename resources willfullyor not. Many resources with names that indicate them to be a regular movieare actually porn movies on the Edonkey network. Lastly some people havediscovered P2P networks as a distribution network for advertisement.Giving agents incentives not to share corrupt content is futile. Poisoning isnot done deliberately but by accident and punishment may give people incentiveto screen their sharing behavior. Pollution on the other hand is a deliberate actbased on incentives outside the scope of a P2P network, some people even earnmoney with it.2.2 AttacksThere are several methods agents can use to exploit other agents. Such anagent hides its devious intentions while stealing resources or providing corruptresources. Whether an agent can use any of these methods depends on theinteraction protocol of the network.2.2.1 Running ExampleTo be able to explain the interaction pattern of the di�erent types of attacksthree sets of agent that will be introduced. Anna and Abby are altruistic peerthat provide resources whenever possible. They however favor transactions withpeers that provide resources in return. Esther and Eve are exploiting agents thattry to use the system only for their own bene�t and provide as little resources aspossible. Mark and Marie are malicious agent with the sole purpose of harmingthe network by polluting resources or sabotaging the interaction protocol.2.2.2 WhitewashingA MAS is susceptible to whitewashing when agents within that network are ableto rejoin the network with a new identity. This mean that agents are able towhitewash their interaction history when other agents start to distrust them. Iwill explain this using the running example.Eve, Anna and Abby are all a member of the same MAS. Eve interacts withAnna and Abby by consuming their resources and giving sub par resources inreturn. After some time Anna and Abby become suspicious and will stop trading1 Recording Industry Association of America and Motion Picture Association of America



2 Problem Statement 6resources with Eve. When Eve notices that she is able to obtain less resourcesbecause other agents distrust her she changes her name to Esther. Abby andAnna do not know that this new agent Esther is in fact Eve and are willing totrade with her again. Each time Esthers reputation drops too low she changesher name to continue consuming resources.It would be best to not allow agents to rejoin a network with a new identity,but this may not always be feasible.2.2.3 CollusionA collusion attack is done by introducing a large amount of agents with thesame owner in a network. This swarm of agents works together to boost thereputation or credit rating of one agent in particular. In a credit based systemthey will all transfer their initial credit balance to one agent. In a reputationbased system they will always be best of friends and refer to each other.Agent Eve introduces several helpers � Esther, Edward, and Elvis � in theMAS. Abby has had bad experience with Eve in a previous transaction. Evetries to initiate a transaction with Anna. Before starting the transaction Annawill inquire into the reputation of Eve. Abby will give a bad feedback, butEsther Edward and Elvis will all give very positive feedback. By introducing alarge amount of helpers Eve will be able to shout down the opinion of agentsthat have actually had transactions with her.2.2.4 Sybil AttackThe Sybil attack[9] is a special form of the collusion attack. A participant isthe entity that controls an agent and normally participants only control oneagent in a multi agent system. But when a participant launches a Sybil attackit spawns several agents. The general idea of a Sybil attack is similar to thecollusion attack; to have more in�uence on other agents in the network. Whatmakes it more dangerous than normal collusion is that when a single participanttakes control over a multitude of agents the attack can be organized far moree�ectively.2.2.5 TraitorsTraitors in the real world are friends that turn bad. This is a good analogy fortraitors in a MAS. When every successful interaction, big or small, yields thesame amount of reputation traitors will be able to exploit this. After a traitorhas built up a good reputation with small transactions it can exploit this bycheating on one large transaction. This means they will end up with resourcesthat are worth a lot after providing resources of only limited value.2.2.6 SabotageAn agent sabotages the network if it's only goal is to disrupt the MAS. An exam-ples of sabotage is: Mark injects incorrectly labeled resources into the network.This example is interesting because it describes the problem of peers injectingfake �les into P2P systems. There are other forms of sabotage like DoS2, we2 Denial of Service attack in which the attacker �oods individual agents making it extremelyhard for them to communicate with others.



3 Credit-based methods 7are however more interested in those forms of sabotage that exploit weaknessesin the interaction model between agents.Sybil attacks and whitewashing stem from the same basic problem in P2Psystems. Participants are anonymous entities on the internet, the only identi-�cation for participants is their ip address. This identi�cation is rather dodgydue to Network Address Translation (NAT) and ip address spoo�ng. Secondly,with the upcoming IPv6 standard participants are able to obtain huge subnetscontaining many address. Thirdly, many ip addresses in use are assigned dy-namically. Reputation linked to an ip address will become invalid when theowner of that address changes.3 Credit-based methodsThe methods in this section are all based on credit exchange between agents.Credit is a currency in a MAS that is used to pay for resources. As statedearlier distributing resources is usually not part of the goal of agents, but whena payment scheme is introduced agents may be more inclined to do so.Several payment schemes involving currency linked to real word money willbe discussed. The credit values in these schemes are administered by a bank,inherently a central authority. After that several payment schemes involvingcurrency without monetary value will be examined. Lastly we will look at theproblems of trade disputes in credit systems.3.1 Real moneyIn the global economy people pay for goods and services with money, a speci�ckind of credit. This works reasonably well considering people are committed tofull time jobs only to receive money in return.In P2P systems agents are operated by real people and therefore it wouldmake sense for these agents to pay each other with real money. Resources inthese systems are usually not valuable and therefore it makes sense that agentsare able to pay each other with extremely small amounts of credits. This is whythese small payments are often called micropayments. Schemes involving largerpayments are sometimes called macropayments.A distinction should be made between payment schemes based on debitand credit. A credit method works similar to the credit-card payment scheme.Vendor believe that they will be payed later via the bank, because clients makea promise substantiated by an authentic credit-card. A debit method workssimilar to a payment scheme involving PIN-cards. Debit transactions howeverare handled in direct contact with the bank. Vendors need not believe thatthey will be payed because the bank will directly inform the parties informedwhether the cash transfer succeeded. Coins can be considered debit, becausethey have intrinsic value as opposed to promises made by a cheque.3.1.1 MicropaymentsMicropayments have a very low value and that is why agents will very probablyexchange many of these. Therefore Rivest and Shamir introduced two meth-ods for making micropayments that only put a small burden on the processing



3 Credit-based methods 8power of agents. Their goal was to minimize the amount of expensive public-keyoperations and therefore they mainly resort to hash functions.PayWord [27], the �rst system designed by Rivest and Shamir, is a creditsystem. Agents need to have an account with a banker to partake in PayWordtransactions. Upon registration agents receive a PayWord certi�cate containingtheir name, the bank name and other information. This certi�cate needs to berenewed every so often, which allows the bankers to revoke certi�cates for agentsthat do not play fair. A client wishing to buy something from a vendor initiatesthe payment by signing a commitment to a new user-speci�c and vendor-speci�cchain of paywords w1, w2, . . . , wn. The client creates these paywords in reverseorder with the irreversible hash function h:
wi = h(wi+1)The client �rst sends the commitment containing w0 to the vendor, whichis not a payment in itself. Each succeeding payword is a payment and at theend of the day a vendor can redeem all paywords it received from clients atthe bank. Clients can make larger payments by skipping paywords, becausethe vendor can authenticate these as well using the hash function h. When avendor receives w0 and w2 it can check the authenticity by calculating whether

h(h(w2) = w0.Vendors are able to forge paywords using a brute force technique. The costof forging these paywords should be more costly than the monetary reward tonot give malicious vendors incentive to forge paywords. This risk can be reducedfurther by including the length of the payword chain in the initial promise.MicroMint [27], the other system designed by Rivest and Shamir, is a debitsystem. In this scheme a central authority issues digital coins to allow paymentseach worth the same small amount of money. Such a coin is a bit-string withthe properties that they are hard to produce and that their authenticity can beeasily checked without contacting the bank. These coins consist of hash functioncollisions for some function h mapping m-bit strings x to n-bit strings y. Twostrings of type x collide when:
h(x1) = h(x2) = yAgents receive these coins from the bank when they withdraw money. Thesecoins can then be spent at vendors who deposit them at the bank at the endof a period. This insecure payment scheme gives rise to two security issues,double-spending and forgery.Hash collisions are progressively easier to �nd when more values of x havebeen calculated, which makes small scale forgery costly. Large scale forgery canbe detected by introducing speci�c demands to coins in di�erent time periods.These demands make it more di�cult for forgers to make a signi�cant amountof coins before the end of the period. At the beginning of a time-period the bankbroadcasts these criterions and keeps several criterions secret. Upon deposit ofcoins the bank can check the authenticity and trace inauthentic coins back toforgers. Just like coin forgery, large scale double-spending can be detected bytracing these coins back to the o�ender.



3 Credit-based methods 9PayWord allows payment of larger amounts by skipping several paywords,however the intermediary paywords need to be calculated as well. Another issueis that PayWord is a credit system. The vendor might be willing to take therisk for small payments, but it becomes more dangerous for large amounts. Mi-cromint does not even support payment of larger amounts of money. Thereforemethods should be considered that allow larger payments.3.1.2 MacropaymentsTo allow spending of larger amounts other schemes have been proposed. Themain focus in their design is that third parties should not be able to tracespending of an agent. To this end Chaum[4] developed a payment scheme basedon blind signatures. The interactions during the creation of a legitimate digitalcoin entail that the bank can not trace the newly created coin. The followingexample illustrates the process of an agent withdrawing virtual cash into adigital coin.Agent a wants to withdraw an amount of money in the form of a digitalcoin. First agent a generates x, a secret random identi�er. The coin must besigned by the bank with signing function s to make it authentic. However, if thebank knows the contents of x it can identify the payee when the coin turns uplater. To this end agent a has a function c and its inverse c′ with the property
c′(s′(c(x))) = s′(x). This enables agent a to create a legitimate digital coinwhich the bank can not identify.Unfortunately digital coins can be copied arbitrarily like every other bit ofdigital data. This e�ectively allows agents to double-spend coins. Thereforepayees must deposit the coin immediately to check whether it has been double-spent or not. Deposit of and payment with digital coins requires communicationwith a central authority, the bank. This is logical because people store moneyin these central places, but requiring communication with a bank upon paymentis highly in�exible. It would be much easier when agents are able to pay withdigital cash o�ine and deposit all gathered coins at a later moment in one batch.Restrictive blind signatures developed by Brands[3] allows just this, o�inespending of digital coins. This is not the place to go into detail about thecryptographic solution, but in short it allows traceability of double-spendersafter the fact. The bank is not able to trace a coin back to the agent it wasissued to, unless an agent payed two or more agents with it. A simple analogyfor this technique would be coordinates: the agent that creates a coin is knownby (x, y). The bank is only able to calculate x after one transaction and when anagent spends that coin again it can calculate y as well. Upon double-spendingthe bank can join this information together to identify the culprit and takeappropriate countermeasures.3.1.3 Second LifeSecond Life is a virtual world developed by Linden Labs3. Although it is not adecentralized system it is interesting because it contains a real economy with itsown currency, the Linden dollar. The Linden dollar can be traded at the Lindex3 http://www.secondlife.com/



3 Credit-based methods 10money exchange for real currency. Since its inception several third party moneyexchanges have started set up business in Second Life as well.Braddy Forrest[12] looked at the size of the transactions made in SecondLife. He noticed that 85% were worth less than 1 US dollar and 57% of themwere in amounts of less than 0.07 US dollar. Transactions of this small scaleare not cost e�ective when payed by credit card or Paypal. He concludes bysaying that the Linden dollar might be an e�ective currency to be used forgeneral micropayments on the internet. Second life allows for arbitrary largeamounts and no additional macropayment scheme would be necessary. It willbe interesting to see how this on-line economy will develop.3.1.4 FraudA system based on real money has to be completely exploit-free and safe. Eventhough transactions are very cheap the cost of a large amount of transactionscan add up to a big amount. The massive amount of potential transactionsmakes micropayment susceptible to a salami attack. In a salami attack a smallamount of money of each transaction is sliced o� like salami and transferred tothe account of the fraud. In January 1993 executives from a rental-car companyin Florida were charged for defrauding at least 47.000 customers using a salamitechnique. From 1998 through 1991 they had charged 5 gallons more than theactual gas tank capacity of their vehicles.A micropayment system is like a black box, the inner workings and howcredits are spent is not completely transparent to the user. People will alsonot understand why they have to pay money for a service while they use acomparable and free system like Bittorrent. When credit-systems based onreal money are undesirable one should look towards virtual economies based on�ctional credit.3.2 Fictional creditFictional payments can be divided in two classes, fungible and non-fungiblepayments. Payments are fungible when agent pay each other with a reusablevirtual currency. These payments increase the amount of credits the payee ownsallowing him to spend it elsewhere. Non-fungible credits are however worthlessto any agent but the payee. They are merely a proof that the paying agent iswilling to do something in return, shunning free-loaders.3.2.1 Non-fungibleThe idea of non-fungible credits is that agents prove to another agent that theyare interested in a resource by performing a simple task. Dwork et al.[10] intro-duced a POW (Proof Of Work) scheme to combat e-mail spam. Normal agentssend far fewer e-mails than agents that spam other agents. By requesting e-mail senders to solve a puzzle and submit a proof the rate of sending e-mails isbounded by the amount of available processing power of an agent.Clientpuzzles [15], another non-fungible credit scheme, aims to make inter-net servers more resilient against DoS attacks. By sending massive amounts ofrequests for service these servers can be brought down. When a server becomes



3 Credit-based methods 11congested with requests it will require clients to solve a puzzle and present it asa POW. The di�erence between clientpuzzles and the previous method is thatclients are only required to deliver a POW when the server is congested. It doesnot matter whether an internet server has a 30% workload or a 90% workload,what is important is that the server is able to handle all requests.Lastly, depending on the importance of a request and the di�culty of a POWit becomes interesting for agents to parallellize POWs. Obviously an agent wouldneed a multi-processer computer or favorably a network of zombie agents4. Tothis end non-parallellizable puzzles can be used as POW like LCS35[28]5.According to Dingledine et al. [8] a di�erentiation should be made betweencumulative and transient congestion. Transient congestion can be thought of asbandwidth congestion as described before. After a request has been handled thebandwidth becomes available again. Cumulative congestion happens for exam-ple in Freehaven[7] where agents store resources for each other. Freehaven is adistributed, anonymous and persistent data storage that allows agents to storesensitive information. To allow anonymity agents store parts of documents foreach other for an agreed duration. Every agent has a �xed amount of storageand therefore congestion does not �uctuate as much. Therefore payment shouldbe required for all cumulative services and only in the case of transient con-gestion. Besides using the POW for resource acquisition it can also be used tomake it less advantageous for agents to whitewash their history.A disadvantage to these non-fungible methods is that it is not completely fairin a heterogeneous network. Network equipment usually has far less computingpower than desktop computers and such situations non-fungible methods areundesirable.3.2.2 FungibleFungible �ctional credit is not linked to real money in any way. In decentralizedMAS the biggest hurdle is to keep track of credit balances. Three di�erentstorage schemes for credits will be discussed. In the �rst scheme agents areappointed to keep track of credit balances, in the second scheme agents that areinterested in the credit balance of an agent are appointed and in the last schemepeers exchange coins which they store themselves.3.2.2.1 Designated bankers In this method each agent has its own set ofdesignated bankers, agents in the same network that have been assigned to keeptrack of the credit balance.Karma[34] is a �ctional credit systems with designated bankers. It is basedon a DHT6 network to store credit balances. In this system credits are calledkarma. Every agent has a set of designated bankers that keeps track of its karmabalance. These bankers are a weak spot in the system because they could4 A zombie agent is an agent compromised by a trojan and under control of another agent.5 LCS35 is probably but not provably non-parallellizable.6 Distributed Hash Table � Every peer in the network has its own identi�er correspondingto a hash value. Using the DHT each peer is able to contact each other peer if it knows thecorresponding identi�er.



3 Credit-based methods 12collude to jointly alter the credit balance of a client. Therefore an extensiveentry algorithm is in place that prevents agents from choosing their designatedbankers and clients. Agents have no incentive to keep track of credit balances ofothers and therefore they could be encouraged to accurately keep track of thisbalance by paying them for each credit balance mutation they record.To stop credit-in�ation and de�ation a mechanism is proposed to reevaluatethe value of a single Karma. Unfortunately this mechanism requires a total of
O(N2) messages, but they argue that it only needs to be done every few months.It is however still an incredible burden to the system and it is unconvincingwhether in�ation and de�ation are a bad thing in credit systems.Also, because agents are able to fabricate credit using collusion or a Sybilattack. It is possible for agents to spend more money than they have, thus havinga negative credit balance. This can be exploited by introducing a colludingnetwork of which the agents pay one single agent. A solution would be tointroduce a logging, which is exactly what is used in the related bankers system.3.2.2.2 Related bankers In ARA[13] a transaction history is stored for ev-ery peer. In general only peers that interact with a peer are interested in itscredit balance and therefore only these interested peers store the transactionhistory. Besides this history also the credit balance and a list of interested peersdeducted from the transaction history is stored. Time is divided in periodsand to prevent the transaction history from growing inde�nitely only a certainamount of periods is stored. Not only the history is purged but also the creditaccumulated or lost during the purged periods and thus credit is volatile. Thee�ect of this is that peers that idle for long times on end have no incentive toearn these credits, as they will be lost before they become useful.The transaction history of peers is stored in the form of a collection of proofs.After a transaction between peers a proof is signed by both peers. This prooftogether with a current credit balance is sent to all interested peers of the peersinvolved. Interested peers initiate audits with a certain probability. Audits caninvolve the credit balance, a complete transaction history of a certain period orthe lists of interested peers. When during an audit the audited peer appearsto be lying it will be blacklisted and is prohibited from any future transactions.This is a very harsh penalty and it is unsure who will decide this and how it canbe checked whether some of the interested peers are lying or the audited peer.To prevent peers from mounting a Sybil attack peers can only interact withother peers when they have a positive credit balance higher than a system wideconstant LL (lower limit). The problem of this approach is that a deadlock canoccur at the initialization of the system when every peer starts with zero credits.To prevent this deadlock peers with a credit balance less than LL also permittransactions with peers that have the same or a higher balance than themselves.Collusion is somewhat of an issue because a colluding network can donatecredits to a single agent and at the same time manage its credit balance. There-fore the credit balance of interested peers should taken under considerationduring audits to check whether their credit balance is higher than LL.3.2.2.3 I Owe You An IOU (I Owe You) is a signed paper that proves thatsomeone owes a favor to someone else. Such an IOU is given in return for afavor and can be redeemed in the future to get a favor in return. Systems in



3 Credit-based methods 13this class use an electronic version of these favors to pay for resources.In SeAl[22] peers provide a signed favor in return for a resource. These can becreated at that peer or it can be a forwarded favor from another peer. Favors aretreated like credit in SeAl, peer A2 can pay peer A3 with a favor it has receivedfrom peer A1. The favor A3 receives is signed by A1 and A2 consecutivelyproving its origin. These favors can be redeemed at the originating agent A1for resources.When the originating peer refuses to redeem the favor a blacklist report canbe submitted including a copy of the favor as proof which is stored in a DHT.Peers check their own record every so often to see whether there any blacklistreports are �led about themselves. These can be canceled out if they have asigned favor proving that they did in fact redeem the favor. If for instance A3�les a blacklist report that A1 refused to redeem it's favor A1 can show the favorsigned by consecutively A1, A2 and A3 proving that it did in fact redeem thefavor.Unfortunately signing these IOUs does not make this system resistant totampering. Agents can whitewash their history whenever they are blacklisted,and agents can create many worthless IOUs. Users can create IOUs from severalsources by initiating a Sybil attack. These can then be paid to a single agent,which can then use these IOUs as payment without getting into debts itself.Several possible accounting schemes have been described for fungible �ctionalcredits have been described. Unfortunately all systems described are susceptibleto attacks where money is fabricated, but using a transaction history log seemsthe best way to detect colluding networks.3.3 Credit transferThe problem with credit systems is that there is no way to punish clients for notpaying after a transaction. Syverson[32] describes a solution for fair exchangesusing weak encryption. Before starting a transaction the requesting party sendsa weakly encrypted reward. Decrypting this reward is considered more costlythan providing the service. While the transaction is underway the requestingparty sends the same reward but even more weakly encrypted. This could bechanged to a strategy where only a weakly encrypted and an unencrypted rewardis used and a Syverson transaction is done per block.The problem with this technique is that the cost of decrypting depends onthe machines used by the peers. If the peer providing service has a much quickermachine than the requesting peer it might be more worthwhile to decrypt themessage than to provide the requested service. Also if the resource that is sentis not the resource that was promised there is no way to regain the credit spent.3.4 DiscussionAlthough credit systems can be used to counter free-riding behavior, they arenot suited to deal with the fake-�le problem. This stems from the fact thatmost people do not use a P2P �le-sharing network for sharing �les, but for ac-quiring them. In decentralized storage networks like Free Haven[7]7 the focus7 Freehaven uses a reputation system instead of a credit system.



4 Trust-based methods 14is on storage and propagation of �les. Agents that want to publish a �le needto invest in the system by gaining a high reputation or by paying with credits.Letting agents pay for storage of their resources makes it expensive to publishrubbish. In �le-sharing networks where agents need incentive to provide �les toothers it would be illogical and counterproductive to let uploaders pay.There are several things that stand in the way of adoption of distributedpayment systems based on real money. As of now there is no micropaymentsystem in use although there have been several tries[20]. Szabo[33] argues thatthe mental costs of micropayments are bigger than the actual costs. People willnot exactly know how they spend their microcredits and with the sheer amountof small transactions its hard to keep track of their expenditures. For everydownload they need to think about the potential costs of downloading, especiallyif there is a price di�erence for resources from certain peers. Odlyzko[23] arguesthat people are willing to pay more for �at rates than metered ones. The factthat telephone companies and internet providers are moving from metered ratestoward �at fees seems to substantiate this claim.A �ctional credit balance is a mere number and in some systems some sys-tems credits are not even a currency. In these systems credit balances arecalculated scores or diminishing over time. Therefore it might be interesting tolook at methods that use values for trust without pretending that they representan amount of credits.4 Trust-based methodsAnother incentive for agents to provide services is trust that another agent willdo good in the future. People forge friendships with each other which meansthat they will help each other out and that they will not deliberately harm eachother. For example, you need to remove a large tree from your garden and it istoo heavy to lift by yourself. Your friends are probably willing to help you carryit out of your garden, because they trust you and they might call upon youlater to �x their car. The idea of trust in a MAS is like friendship. Agents thattrust each other provide resources to each other because they trust that someday that other agent will repay his debt. Trust can be a very good incentivefor agents to act altruistic, but agents must �rst learn how to start a trustfulrelationship with each other. According to Stranders[31] trust can be de�nedas:De�nition 4.1. [Trust] The expectation that one will not be deceived whenrelying on an entity one does not control completely.When an agent enters a MAS it knows no other agent. A trust-based methodthat provides incentives should have some sort of guideline to start resource ex-change with unknown agents. It should also have an algorithm that determinesthe trust metric based on an interaction history. Lastly an agent needs a deci-sion function to determines whether the trust metric is high enough to warrantanother transaction. In this chapter we will �rst have a look at trust betweentwo pairs and after that at ways to initiate cycles of agents that trust each otherenough to start exchanging resources. At last we will see how friendly agentscan boost each other.



4 Trust-based methods 154.1 Pairwise Resource ExchangeTrust is something that involves a pair of agents and only that pair of agents.When agents use trust as a basis for their interactions with other agents a net-work of agents that favor altruism should form. Pairwise interaction mechanismsthat are built on trust between agents are simple and work quite e�ective. Twoof the more popular P2P �le-sharing networks are built around a trust-basedmethod.4.1.1 ScoringThe �rst notable P2P �le exchange network incorporating fair bandwidth shar-ing is Edonkey2000. Although the original Edonkey2000 client is not used any-more, the network is still in use with the currently most popular client eMule. Itis not a completely decentralized system because agent and resource discoveryis done via a central server. A DHT to replace the central server in the Edon-key2000 network is already in use, but it is still in testing phase. The programallows users to search for �les in the network and when a user decides it wantsto download a certain �le the underlying agent sends a download request to allagents of which it knows that posses it. These requests are put in a waiting listin which the ordering is based on the waiting time and the amount of data indebt to that agent. This means that an agent should supply resources to agentsit is queued up with in order to boost its position in the waiting list.By providing resources an agent can advance up a to 10 times as fast in aqueue as an agent that does not provide resources. The places in a waiting listare determined by a calculated value. Simply put, this value is the waiting timetimes the ratio between uploaded and downloaded resources. Every agent storethese scores for all agents it has interacted with. This system is robust againstwhitewashing because every new request from an unknown or a known agentwill start at the bottom of the queue. This is also the reason why collusionand Sybil attacks are ine�ective, because there is no incentive to have multipleclones waiting in the same queue. The system is however very susceptible tomalicious injections of fake �les.Even though there is a resource rating system that users can use to postanonymous comments about �les it is not su�cient. Every agent can rename a�le introducing many false naming variations in the resource discovery system.It is possible to generate a list of all the di�erent naming variations, but it isnot possible to determine the original resource name. To this end websites arecreated that contain links to resources including the original name and veri�edreviews, but these websites are prone to failure. P2P networks have alwayscontained a lot of copyright infringing resources and owners of websites withlinks to these copyrighted �les have a very real chance of being taken to courtby copyright holders.4.1.2 Tit-for-tatA fairly recent and very popular P2P �le exchange system is Bittorrent[6]. Itis purely focused at fair downloading of �les and therefore resource and agentdiscovery is done via central servers. However a DHT has been introduced foragent discovery since the introduction of Bittorrent. A unique feature is that aseparate network is created for a set of �les and therefore each peer connected



4 Trust-based methods 16to the network is in some way interested in that set of resources. To enter thenetwork a user must download a .torrent �le that contains information aboutthe set of �les and a link to the central tracker. The central tracker keeps a list ofall agents connected to the network and when an agent connects to the networkthe tracker bootstraps that agent by dealing out a list of agents to connect to.From then on agents communicate with each other to barter for resources.The interaction between agents is based on the tit-for-tat strategy for therepeated prisoner dilemma. In each round both agents have to decide whetherthey give a resource to the other. Keeping silent in the prisoner dilemma isthe same as providing a resource and betraying the other is the same as notproviding a resource. When agents do not know each other nor trust each otherthe most rewarding strategy is to betray. When every agent does this the trendwill become that a lot of agents will also betray and resource exchanges willcome to a grinding halt. To promote resource exchange tit-for-tat is introduced.In this scheme agents will always choose to give the resource in the �rst round.In the second round the tit-for-tat player will do what the opponent did in theround before. When a tit-for-tat agent plays against an agent that plays unfairit will not receive a resource in the �rst round. From then on it will do asthe unfair agent did in the previous round and will thus in total it will looseonly one resource. When it plays against a tit-for-tat agent however each agentwill provide a resource in the �rst round and in the second round they do asthe opponent did, which means they will cooperate with each other inde�nitely.This means that an agent will loose at most one resource to unknown agents,but it will never be betrayed by other agents that employ tit-for-tat.Agents select other agents in the network at random for resource exchange.To allow newcomers to join the network each agent reserves 20% of its up-load bandwidth to establish connections with unknown agents. This also allowsagents to discover agents that perform better than agents that it is connected toat the moment. However, there exist a modi�cation of the bittorrent client thatexploits this part of the protocol to augment download performance. Bittyrantagents use less than 20% of their upload bandwidth to connect newcomers to thenetwork when it downloads at a reasonable rate already. Bitthief is even moremalicious, it abuses this altruism towards newcomers by reannouncing that it isa new peers every round. By doing this it takes advantage of tit-for-tat agentsthat always provide a resource in the �rst round.Both implementations of pairwise interaction have problems with newcom-ers. Tit-for-tat is is heavily susceptible to whitewashing when peers are ableto change identities because agents are designed to be altruistic to newcomers.Agents in Edonkey2000 are not altruistic to newcomers and it is robust againstwhitewashing, but at a cost. Newcomers need to wait a very long in the queueor they have to boost their scores signi�cantly by uploading data to possibleresource providing peers.Another problem is that in these kind of systems systems agents may not beable to �nd a resource exchange partner. For example, agent A wants a resourcefrom agent B but not the other way around. Agent B has no trust incentive toprovide services to A and therefore agent A is dependent on B to be altruisticand to have free resources to spare. It is possible to give agents incentives usingonly trust mechanisms to start exchanges among several agents at a time usingone way cyclic resource exchange.



4 Trust-based methods 174.2 Cyclic Resource ExchangePairwise interaction is not �exible, because often only one agent in a transactionis interested in data from the other. This makes the system dependent onthe altruism of peers thereby sustaining freeriders. Therefore cyclic resourceexchanges to promote the usage of resource exchange over one way resourcetransfer.Anagnostakis et al.[2] propose such a method to start a cycle of transactionsbetween peers. Whenever an agent wants a resource from another agent it sendsa request. Every agent keeps track of requests it has received in an IncomingRequest Queue (IRQ). Each of these requests is coupled with an IRQ of theagent from which it received the request. From this IRQ a tree can be formedwith the agent itself as root. The �rst layer is formed by the requests in itsIRQ. The second layer is formed by the requests inside the requests in its IRQs.Each following layer is contains the trees generated by the IRQs in the precedinglayer. To prevent extensive �ooding the depth of an IRQ is limited.Whenever an agent A request a �le from agent B and agent B is containedin the IRQ held by A a circular transaction can be initiate . A cycle of dataexchange can be constructed along the path B is connected to A in the IRQby activating all requests along the path and initiating the exchange between
A and B. Each agent in this cycle wants data from the next agent in the cycleand this circular data exchange will stay pro�table for all parties until one agentleaves.Testing proved that cycles of length 3 to 5 were most e�ective in combinationwith regular pairwise resource exchanges. The explanation to these test resultsis that larger cycles are more prone to agents bailing out and are thereforeshorter lived than short circles.4.3 Correlated OpinionsWalsh et al. propose Credence[35, 36] which allows agents to calculate a valuefor trust in unknown agents based on the correlation of opinions. Credence is asystem designed to order resource search results in the LimeWire Gnutella clientby their quality rating, which is computed from votes issued by other agents.Trust between agents is de�ned as the correlation of their voting behavior,their opinions. Votes are propagated by a gossip protocol supported by query�ooding, but a DHT could be used as well.Votes consist of a reference to a resource and a claim concerning metadatausing set operators. For example, the vote 〈R : madonna ⊆ name, mp3 = type〉claims that madonna is a valid name and mp3 is the type of resource R. Theclaim〈R : mp3 /∈ type〉 is in contradiction with the preceding vote because itstates that R is not of type mp3. Resources that are identi�ed as completelyunwanted can be described with the vote 〈R : name = ∅〉 which refutes anyother claim concerning the name of R.The trust agentA places in votes cast by agent B is computed using a slightlymodi�ed Phi coe�cient as follows. Let a and b be the fraction of votes where
A respectively B voted positive and p be the fraction where both agents agreewith both vote having positive intentions. Then θ is the coe�cient of correlation,taking on values in the range [−1, 1]. When insu�cient voting history for anagent is available agent A picks an arbitrarily low value of trust.
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θ =

p − ab
√

a(1 − a)b(1 − b)Agents discover transitive correlations by building a model of the P2P net-work. Every agent keeps track of a list of correlation coe�cients of knownagents. These values are propagated through the network using a gossip pro-tocol. By building a model of the P2P network an agent can discover agentsto which it is transitively correlated. It will then exchange votes with thesetransitively correlated agents to see whether a direct correlation can be found.The problem with this system is that agents do not have a direct relationwith each other and can not reciprocate. The trust an agent places in anotheragent is not based on interaction between the two agents. An agent can easilyfabricate votes or copy votes from other agents. This means that an agentcan fabricate a high trust level by copying generally held opinions to advertisefabricated votes. This fabricated high level of trust can then be used to advertisetheir own resources or discredit other resources.4.4 Adaptive stranger policiesFeldman et al.[11] propose an adaptive stranger policy. It is impossible to deter-mine whether newly joined agents are actually new and therefore they proposethat agents dynamically change their behavior towards unknown agents. Whenan agent encounters many malicious strangers it will act less trustful towards allstrangers. If however most unknown agents turn out to play nice the agent willbe more inclined to initially trust strangers. A balance between agents that de-cide to whitewash and agents that do should arise depending on the parametersof this dynamic trust towards strangers.4.5 Aspects of TrustSabater et al. [29] designed the REGRET reputation systems to consider severalaspects of trust to evaluate other agents. Consider for example the hierarchyof trust aspects in �gure 4.58. All nodes are aspects of trust that travelersplace in travel agencies, but not all travelers value the various aspects of theirtrip equally important. Agents planning for a holiday travel might value toursincluded in the travel arrangement highly and welcome good guides to the localscenery. On the other hand, agents that plan a business travel usually do nothave enough time for tours and are therefore mostly interested in the hotelaspect.When an agent asks for the opinions of other agents about a travel agencyit needs to know how these other agents came to their conclusion. A holidaytraveler only weighs the hotels aspect with a rank of 0.2, hardly a factor in itsown calculation for trust even though he has had extensive experience with thataspect. A business traveler is mostly interested in the hotels aspect, but thecombined trust value of the holiday traveler is of no use. Not only is it bene�cialfor agents to keep track of di�erent aspects of an agent for personal use, it isessential when agents share their opinion about other agents with each other.8 The example originates from the REGRET[29] paper.
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Fig. 1: aspects of trust4.6 DiscussionPairwise resource exchange transactions only give good incentives when twopeers desire services from each other. Cyclical resource exchange expands theamount possible transactions as well as correlated opinions, but both have adisadvantage. Cyclical resource exchange opportunities are hard to initiate andsomewhat more unstable due to amount of peers involved in a single transaction.Correlation of opinions is a rather dubious trust metric, which makes it suscep-tible to tampering. It could however be improved by adding public/private keysto resources. Votes will then need to be signed by the private key of agentsand as a whole by the private key of the resource. This would allow agents tocheck the authenticity of votes. Malicious peers would need to retrieve a largeamount of resources and comment positively on them to promote their own falsevotes. It should be tested whether the negative e�ect of these malicious peersis actually larger then their unintended positive e�ect.As for the trust systems in use in P2P networks, even though tit-for-tat islimited in the amount of possible transactions it works very well in the currentBittorrent networks. The Edonkey2000 network is still in use, but it is doubtfulwhether that is due to the pairwise credit system that awards uploading.It is convenient that these trust based systems only use local data and donot have to worry about untrustworthy global information. There are howevernegative aspects to solely using local trust information. Agents that have com-pleted all required resources are called seeds in the Bittorrent network. Seedsand other agents that are unable to initiate a resource exchange have no in-centive to provide resources to others and the only two options are being idleor to donate resources to which ever agent requests any. When trust informa-tion becomes global agents do have incentives to seed resources, because everyagent will know about it. Global knowledge about this altruistic behavior willincreases the chance that it receives resources in return at a later point fromanother agent. This does however not work when agents donate resources indis-



5 Reputation based methods 20criminately and in the next chapter methods will be described that select theright recipient.5 Reputation based methodsWhen an agent is active in a P2P network other agents will learn about thatagent and decide how much to trust it. These experiences of all these otheragents is a distributed track record. These values for trust can be combinedinto a single value, the reputation of an agent. Reputation is de�ned by theOxford dictionary as following:1. the beliefs or opinions that are generally held about someone or something.2. a widespread belief that someone or something has a particular character-istic.Reputation thus not only describes trustworthiness of something or somebody,it also describes particular characteristics and opinions. However, to predictthe outcome of transactions with unknown agents only the trustworthiness isof importance. Therefore we will de�ne reputation building upon the de�nitionfor trust (4.1) as following:De�nition 5.1. [Reputation] Trust that one should place in a dynamic entityaccording to entities one does not control.The problem lies in that an agent can not blindly trust the opinions of otheragents; without good incentives agents will lie about other agents for variousreasons. For example, an agent can discredit competitors to better its ownposition or an agent can dishonestly recommend its cheating friends.There is a thin line between trust and reputation systems and this is whythe word dynamic was added to the de�nition. Consider the following twosituations:
• Agent A decides whether to trust an unknown resource r depending onthe opinions and trustworthiness of agents B and C.
• Agent A decides whether to trust an unknown agent R depending on theopinions and trustworthiness of agents B and C.These seemingly similar scenes di�er in one important point, the quality of aresource is �xed while the quality of an agent is dynamic. A resource does notchange over time and therefore neither the trust of rational agents in it. How-ever, an agent can change their strategy towards other agents over time. Whilethe quality of agents is represented by a trustworthiness notion, the quality ofa resource is a fact. Therefore the �rst scenario is a trust system, while thesecond scenario is a reputation system.In this section about reputation a method based on majority votes will bediscussed. Methods in the subsection after that build upon it by weighing votesfrom other agents by their trustworthiness. After that blacklisting is discussed tomake life harder for malicious peers as an extension to reputation management.After that the fallacies of the transitive usage of trust will be explained and in



5 Reputation based methods 21the succeeding subsection a solution will be presented by explaining the di�erentaspects of reputation. And �nally interaction policies will be discussed that givefurther incentives to altruistic agents.5.1 Majorities ruleThe idea that the majority must be right is quite appealing, because democracywhich is based on the same principle is the most widely used government form.XRep is a system based on this principle, it allows agents to collect the publicopinion about other agents and resources through polling. XRep is built as areputation extension to Gnutella and uses a �ooding communication model tocollect trust information. The general idea is to let every agent vote and baseresource and agent selection on the amount of votes received. Before explaininghow XRep works Gnutella will be treated in more detail.Gnutella is a pure P2P network, meaning that the network of peers operatewithout the need for a central server. All peers connect to a prede�ned amountof peers and all messages a peer sends are routed through these neighbors. TheGnutella protocol comprises of only 5 message types: ping and pong facilitatepeer discovery, query and queryhit facilitate resource discovery and pushmessages are used when normal resource retrieval fails. Ping and query mes-sages are �ooded through the immediate neighbors spreading out to neighborsof neighbors and further; pong and queryhit messages are sent directly backto to originating agent to indicate agent and resource discovery.XRep adds the messagetypes poll, pollreply, truevote and truevotere-ply and every agent generates a public/private key generation upon enteringthe network. Peers can ask the opinion of other agents in the network about aresource or an agent. It should be noted that a majority poll about a resource isa trust mechanism and that a majority poll about an agent is a reputation mech-anism. Such a poll is initiated by �ooding a poll message into the network. Let
A be the agent that wants to poll the network. The poll message includes thepublic key of A and a list of resources and peers. Every peer that receives thepoll messages sends a pollreply back containing the votes it cast encryptedby the public key of A. This encryption prevents tampering with votes andpreserves the con�dentiality of votes. When enough pollreply messages havebeen received A starts to evaluate the votes. Based on the assumption thatcolluding agents are usually operated from a small subnet of ip addresses, onlyone vote is considered from each subnet.From the resulting set of remaining votes A randomly selects peers to checkthe authenticity of their vote. A sends a truevote message containing theirvote to these randomly selected peers, who in turn send a truevotereplyback. The purpose of this exchange of messages is to check whether the votereceived was actually sent by that peer. Agents on the internet are able to forgemessages with an arbitrary source ip address. When the authenticity of theaudited peers has been noted, A can select resources and peers according tomajority vote. After having interacted with the selected peers and resources ittakes note of their quality to be able to reply with better opinionated pollre-ply messages to other agent.



5 Reputation based methods 22Even though majority voting is based on the well proved government formdemocracy it is inadequate for MAS. Collusion and Sybil detection in XRep issolely based on the conviction that colluding agents operate from a subnet, whichdiscriminates against virtuous companies and university dorms operating froma single subnet. XRep is also vulnerable to whitewashing, agents with a badreputation are able to rejoin the Gnutella network without any repercussions.The biggest disadvantage of majority voting is that very well opinionated andtrustworthy agents have the same voting power as ignorant agents. Several waysof weighing opinions will be looked at in the next subsection.5.2 Weighted opinionsThe idea behind the methods in this subsection is that trust is transitive. Thismeans that when an agent A completely trusts agent B, and agent B completelytrusts agent C, agent A can completely trust agent C. There are however di�er-ent methods to determine the reputation of C from the perspective of A. Firsta method based on probability theory is discussed where values of trust aremultiplied to calculate a value for reputation. After that a method based onthe max�ow algorithm is discussed.5.2.1 EigenTrustEigenTrust[17] is a method designed to determine which peers inject bad �lesinto the network. In EigenTrust agents calculate a value for trust according tothe ratio of satisfactory and unsatisfactory transactions with other agents. Itcan however be used for any other notion of trust and reputation. The value
cij is the amount of trust agent i places in agent j. These values are thennormalized to make sure that malicious agents can not assign arbitrarily highor low values to skew the results. These values, cjk, are then propagated andweighted by value of trust, cij , the receiving agent i places in the agent thatprovided it, agent j.

tik =
∑

j

cijcjkThe resulting value tik is the reputation of agent k in the perception ofagent i based on the opinion of others weighted by his opinion of those others.This �rst value is actually the result of a majority vote method scaled by thetrustworthiness of the voters. This step can also be described in matrix notationwhen C is the matrix [cij ].
~ti = (CT )2−→ciThe vector ~ticontains values of trust for all agents based on the weightedopinions of everyone about each agent weighted by the trust agent i places inthem. This aggregation step can be done multiple times producing the followingvector for n steps.
~t = (CT )n−→ciWhen this step is done often enough the vector ~t will converge to the samevector for every agent, the left principal eigenvector of C. This �nal vector ~t



5 Reputation based methods 23contains the global values of trust, the reputation of each peer. This method ishowever susceptible to collusion and therefore pre-trusted agent are introduced.This results in a web of trust around these pre-trusted agents excluding col-luding agents, because those agents are not trusted by any agent transitivelytrusted by pre-trusted agents.In the actual implementation of EigenTrust each agent is assigned to severalagents as a score manager. As a score manager an agent will take care of cal-culating the reputation for other agents. Score managers are necessary becauseconvergence of reputation values is dependent on where the algorithm is started.When agent A is connected through a long string with agent B convergence willtake many steps. Another reason is that agents are capable to commit fraudwhen they administer their own reputation. To further prevent score managersfrom cheating it is crucial that they are not able to pick the agents they audit.A score manager �rst requests the local values of trust of the agent it audits,the daughter, and stores these in the vector t0d. It will then annotate whichagents have trust information about its daughter in a vector Bd and whichagents the daughter has trust information about in Ad. Every agent knows orreceives the vector pd which contains trust values pertaining to the pre-trustedagents in the network and a scalar a that indicates the in�uence of the pre-trusted agents.The algorithm works in rounds indicated by k. In each round every scoremanager of agent i forwards cidt
k−1
i to the score managers of the agents in Biand thus each score manager for agent d will receive cidtk−1

i from the scoremanagers of the agents in Ad.
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< εMalfunctioning agents will never get a high reputation value, because alreadyin the �rst round these agents will not receive any reputation from other agents.The pre-trusted agents make sure that all agents are connected to each otherthrough a trust path containing these pre-trusted agents. Colluding agents donot provide resources and are assigned very low trust values by agents not in thecolluding swarm. In the end their reputation will converge to 0. EigenTrust ishowever vulnerable to agents that provide good service and collude. This createsa trust path from well performing agents to agents in a colluding network,boosting the ratings of all the agents within it. Also, EigenTrust does notprovide protection against agents that whitewash their history and return as anew user.5.2.2 Max�owFeldman et al[11] introduced a reciprocative decision function to calculate valuesof trust. This reciprocative decision function depends on some de�nitions. Thegenerosity of agent j is calculated according to what j has provided (pj) dividedby what it has consumed (cj). Generosity can therefore not be applied in systemswhere trust is not based on resource consumption.
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g(j) = pj/cjThe outcome of this generosity function is then used to calculate the nor-malized generosity of agents. The generosity of each agent is divided to thegenerosity of the agent itself.

ngj(i) = g(i)/g(j)When the normalized generosity for an agent is higher than 1 that agentis more altruistic and has been more generous. This means that peers willconsider interaction with lowly reputed agents when it is itself lowly reputed.Policies for server selection will be looked at in more detail in 5.6. To makethis method more scalable these values for generosity can be made available toother agents by storing them in a DHT. Without precautions shared history ishowever vulnerable to collusion and other malpractice.Therefore the idea of normalizing generosity is applied to a distributed andcollusion proof method based on the max�ow algorithm. Agents keep track ofthe amount of successful services provided by other agents. It is assumed thatan agent can trust the opinions of agent that have provided many services in thepast and this trust is transitive. The max�ow algorithm �nds the path with thelargest capacity in a �ow network. Agents are nodes in the �ow network andthe capacity of edges are formed by the amount of service agents have receivedfrom other agents. Unfortunately the max�ow algorithm has O(V 3) complexityand therefore a heuristic is used that runs in constant time at the cost of notalways �nding a �ow when it does exist.
cij = min

(

maxflow(j to i)

maxflow(i to j)
, 1

)When a reputation value is 1 more resources have been provided towardsthe inquiring agent than the other way around. Colluding networks that do notprovide services are therefore never chosen for the max�ow path because theychoose not to provide services. The usage of max�ow has however the sameweakness as EigenTrust: agents that perform good, but collude as well.5.3 BlacklistingMost reputation methods described earlier are primarily focused on �nding cor-rect agents and resources. While this hampers the performance of maliciousagents in attaining their goal it might be more e�ective to directly punishingthem. Peers that act malicious because they perform better that way, blacklist-ing them may give them more incentive to behave correctly.Papaioannou et al. propose a blacklist extension[24] to the EigenTrust sys-tem. During the time an agent is blacklisted it will be denied transactions withother agents. In EigenTrust the reputation of agents is administered by severalreview agents and after each transaction both agents submit a report to thereview agents of both. When these review agents receive a negative report fromeither agent both agents are blacklisted, which seems strange but is necessary



5 Reputation based methods 25nonetheless. When one agents reports that the other misbehaved neither canbe trusted and thus both must be punished. Agents that behave correctly willbe punished two times by being blacklisted after a failed transaction and thesealtruistic agents thus need incentives to step up.To give altruistic peers an incentive to report bad peers a dynamic blacklistduration is introduced. Each agent is assigned a non-credibility value uponentering the network, ncr0. The duration an agent is blacklisted is bncr with abase b > 1, which means the lower ncr the shorter the blacklist duration. Thisvalue ncr is decreased by y when an agent gets a positive review and increasedby x every time an agent gets a negative review, where 0 < y < x and 0 < ncr.Agents that perform bad are able to whitewash their non credibility value byrejoining the network, but good performing agents will always have a lowernon-credibility value than ncr0.A punishment scheme for review agents is also introduced, because otherwisereview agents would form a weak point in the system. First, when review agentsdisagree the opinion of the majority will be chosen. Second, agents audit theirreview agents and report misbehaving agents to their respective review agents.When reviewing agents are caught lying they will themselves be punished byblacklisting.The system is however very susceptible to whitewashing. Malicious build upa high non-credibility value and a low reputation rather quickly. This makes ittempting for a sel�sh agents to rejoin the network each time it is blacklisted. Apossible solution would be to introduce a compulsory blacklisting upon signinginto the network.5.4 Transitive TrustAgents that perform well usually have good opinions about other agents andadvise other agents truthfully. Therefore the trust agents places according toresource sharing behavior is correlated to the trust it should place in its opin-ions. Correlation does however not imply that these aspects of trust are thesame. The problem of transitive usage of trust is that trusted agents do notnecessarily tell the truth about everything, which can open the door to collusionnetworks. All methods treated in this subsection base the trust agents place inother agents on the freeriding behavior, which means this value of trust is notdescriptive for their trustworthiness concerning referrals to other agents. Trustin freeriding behavior can thus not be used transitively. Jøsang et al.[14] explainthat the length of the formulation of trust grows proportionally with the lengthof transitive trust path. The de�nition in the last leg in a trust path is the trustthat the last node is trustworthy about something. All the preceding legs arede�ned by the trust that the succeeding node is a trustworthy referrer includedby the de�nition of the succeeding leg. All legs but the last one are thus de�n-able by a recursive structure and therefore Jøsang proposes to simplify thingsby only di�erentiating between direct and indirect trust.In practice mixing two aspects of trusts makes P2P �le sharing networksvulnerable to collusion attacks with spies. A colluding swarm of agents containsbadly performing agents and well performing agents. Well performing agents,spies, try to build up reputation by perform as good as they can. In the meantime they favor colluding agents over normal agents in their reputation reports.These colluding agents in turn give misinformation and when trust in them has
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individual reputation

reputation

group reputation

direct reputation indirect reputation

action-derived reputation observed reputation prior-derived reputation group-derived reputation propagated reputationFig. 2: ontology of reputationdropped too low they rejoin the network, thereby whitewashing their identity.5.5 Ontology of ReputationMui et al.[21] propose an ontology reputation describing various sources of rep-utation information. This ontology is shown in �gure 5.5. Trust methods de-scribed in chapter 4 fall under the action-derived reputation aspect. Reputationsystems described in this chapter are based on the propagated reputation as-pect. Prior-derived reputation is a preconception agents have about other agentsbased on features, the adaptive stranger method falls in this category.This leaves observed reputation, group-derived reputation and group repu-tation. Observed reputation information is intrinsically hard to obtain in a P2Pnetwork. It is almost impossible for agents to observe transactions betweenother peers and determine which agent is at fault in case of a failed transaction.A possible strategy could be a digital escrow service which has not been lookedinto. Group reputation and group derived reputation extend the trust horizonof agents and can be deducted from social ties.5.5.1 Social dimensionAs discussed previously agent can infer reputation information from group re-lations between agents. An agent can obtain reputation information from itsgroup members and an agent can generalize about an opponent because of thegroup it is in. Agent are judged according to the group they are in and theirjudgment is biased by their group members. Agents need methods to determinewhich group to join.Ravichandran and Yoon[26] propose EigenGroupTrust, a method that letsagents join in groups led by a leader. This leader observes all transactionsundertaken by its members and uses this information to keep track of the trust-worthiness of members. When members behave bad they are kicked out. Thismakes sure the group reputation remains high. Another perk of joining such agroup is that the leader helps the members by keeping track of reputation ofother groups and agents. As always the greatest point of weakness is the centralauthority. When the leader is corrupt it is di�cult for group-members to notice,because the leader might employ



6 Discussion and Conclusion 275.6 PoliciesIt is tempting for agents to contact the most reputable agent o�ering a speci�cresource. This will however hurt network performance for these most reputableagents, as they are �ooded by other agents requesting resources. Agents thatact trustworthy are thus essentially punished for performing good.Papaioannou et al.[25] have looked at several policies for provider selectionand contention resolution. When the same resource is provided by several agentsan agent uses provider resolution to pick the agent from which it will requestthe resource. When multiple agents are in a service request queue for an agentcontention resolution will be used to �gure out in which order agents are served.For provider selection three policies are introduced. The policy highest repu-tation selects the agent that has the highest reputation. The policy comparablereputation selects agents that have a comparable reputation in a prede�nedrange. And �nally the blacklisting policy expels all badly performing agentsfrom selection.For contention resolution two policies are introduced. The policy highestreputation again selects the requesting agent with the highest reputation. Andthe policy probabilistically fair selects requesting agents with a chance based ontheir reputation. Let Ri be the reputation of agent i and j are the agents thatrequest a service, then Ri/
∑

j Rj is the chance that agent i will be selected.All combinations of these policies have been tested. The focal point of theresearch was the success rate of requested services for altruistic peers. Bothprovider selection and contention resolution have a large impact on this successrate. Comparable reputation provider selection policy performed best whenmany altruistic peers are available. The reason for this is that success rateamong started services is most important, selecting the most reputable agentswill overloaded those agents thereby failing many requests. When however onlya small number of peers are altruistic the highest reputation policy performsbetter. When altruistic agents are scarce �nding a resource is most importantregardless of the reputation of the provider.5.7 DiscussionIt is very hard to determine the exact qualities a reputation systems in a P2P �le-sharing network should have without testing these models. It is clear howeverthat the reputation systems described in this section are not good enough; theyall su�er from the same transitive trust pitfall. Therefore it is clear that anewly designed reputation systems should employ multiple aspects of trust todetermine reputation. To enlarge the set of entities an agent can form an opinionabout a multitude of sources should be consulted. A promising new source ofreputation information is social grouping. Depending on the e�ectiveness of areputation system the top reputed agents may become overloaded in which casea comparable reputation policy should be used for provider resolution.6 Discussion and ConclusionThe problems that need to be solved are free-riding and fake �le injection inTribler. These two problems need di�erent approaches and therefore they willbe discussed separately.



6 Discussion and Conclusion 286.1 Free-ridingFree-riding is the behavior where agents choose to upload as little as possible.Due to inherent anonymity on the internet it is di�cult to e�ectively punishwrongdoers. Therefore incentives are needed to give agents a reason to donateresources to other agents.In Tribler the trust system tit-for-tat is employed for resource exchanges,data and torrents. Normal bittorrent swarms are focused on a speci�c set of re-sources, but Tribler may be going in the direction where agents remain active inmany bittorrent swarms. Tit-for-tat only works well when agents exchange re-sources with each at the same time. When agents serve a multitude of resourceschances diminish that agents need resources from each other. This scarcityof possible resource exchanges will lead to more seeding and therefore Triblershould move to an incentive method other than trust based.As a precursor to a full-�edged credit or reputation system the Bartercastprotocol has been introduced in the latest version of Tribler. Each agent ac-counts how much it has uploaded to and downloaded from other agents. Thistransaction history is exchanged with other agents via an epidemic protocol.Agents will then be able to infer a credit rating or reputation value for otheragents based on this shared transaction history. At the time of writing thereare however no checks in place to resist cheating, but the main purpose is toretrieve a data set for research.Using a reputation system to give agents incentive to upload is quite fuzzy.The properties of a high reputed agent can be chosen as a combination of theratio of uploaded and downloaded resources, the scarcity of hosted resourcesand the amount of time spent online. Using reputation as a measurement ispossible, but a credit based system seems more logical.Far more precise than a reputation system is a market based on fungiblevirtual credits. An advantage of such an approach is that the value of servicescan be determined automatically by the market when agents are allowed tobarter over the price of resources. Also, credits can be used to trade variousitems without the need for adding an extra aspect of trust or reputation. Acredit system is however very vulnerable to malicious creation of credit by useof collusion networks. Lian et al.[18] looked at collusion behavior in a ChineseP2P network and proved that collusion was actively used.6.2 Fake �lesAnother nuisance in P2P networks is the abundance of fake �les. Agents thatintroduce fake �les are driven by goals outside of the scope of the network, whichmakes it impossible to create incentives for agents not to introduce fake �les.Therefore incentives need to be introduced for agents to provide other agentswith good information about resources. Tribler has no moderation system inplace yet and therefore all incentive methods can be taken under consideration.Trust systems allow agents to di�erentiate agents with good opinions fromagents with bad opinions. The availability of dependable resource opinions foran agent depends on three factors: the number of resources an agent has knowl-edge about, the number of agents that gave their opinion about these resourcesand the number of agents within the horizon of the observing agent. Due to the
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