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Abstract

This report is an overview and analysis of current peer-to-peerhisbng sys-
tems and techniques. The systems are analyzed with respect to threendiffer
aspects. First, the content and storage mechanisms of the web hostimyssgste
explained. Most systems are either structured or unstructured netwdriks there
are a few systems with a hybrid network. Both types, structured and ohskd,
can provide keyword search and replica management, for unstruaiateorks
this is done automatically. Structured networks have to manage these festures
tively, but have the advantage of bounded lookups. Second, thesisfuecen-
tralization, scalability, and resilience are discussed. Generally, peeodeneous
systems provide the best scalability and resilience, because these sys @ a
scaling, and a node failure causes only the resources donated bytieatabe

no longer available. Finally, the goals and environments for which the systems
are designed are discussed. Most systems have as a goal eitheaiewation

or latency reduction. Additionally, some systems provide facilities for untiuste
environments, for dealing with high churn , for handling DHCP, or fomfaks.
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Chapter 1

| ntroduction

Since the introduction of the world wide web, the architecture for web dootime
delivery has not changed much. Most web content is still deliveredigjtrahe
traditional server-client architecture. Heavily loaded sites employ CoDtistri-
bution Networks (CDN) to increase performance. However, CDNs still aa
the server-client architecture, with replicated servers placed at tactiiégted
locations to distribute load among these servers.

In the past few years, peer-to-peer technologies have gained popinaesource
sharing. The main focus of peer-to-peer technologies has been orstiieution
of large files, e.g., music and video. Obviously, peer-to-peer technaagalso
be used for smaller files such as web pages. This report is a surveyri@mic
peer-to-peer web hosting systems and techniques.

The systems and techniques discussed are analyzed with respect tasiheets.
First, content storage and retrieval is explained. This aspect compiigeand
where content is stored, and how other peers retrieve the contend ftprine
system. Second, the degree of decentralization is discussed. Ideafigdel in
a peer-to-peer system are equivalent, which improves scalability aiig¢nes.
However, some peer-to-peer systems still rely on a central componeallyFihe
focus of use of the systems is discussed. Peer-to-peer web hostingksetan
have different goals such as latency reduction and server alleviatiaa.a$pect
also includes specific environments for which a system may be designed.

The rest of this report is organized as follows. Chapter 2 gives a twisfview
of the systems and techniques that are discussed throughout thetréstreport.
The following chapters discusses the three aspects mentioned aboveteiCha
describes the storage and retrieval mechanisms, Chapter 4 focuseslevetof
decentralization, and Chapter 5 discusses the focus of use. Finalipraay of
peer-to-peer web hosting is given.






Chapter 2

Overview of P2P Web Hosting
Systems

In Table 2.1 an alphabetical overview is presented of the peer-to-pgEehesting
systems that are discussed in this survey. The first column gives the nathese
systems, which are used to refer to these systems in this report, the setnd c
gives a short description for each system, and the third column conté&enemees

to the articles covering the systems in detail. The last entry in the table has no
name, because it is not about a system or technique, but an analysis.

| Name | Description | Ref. |

Backslash A system built on a DHT to handle [22]
flash crowds.

BuddyWeb A collaborative caching system with mobile| [27]
agents and dynamic reconfiguration.

CoralCDN A world wide caching system that exploits [4]
locality.

Globule A platform for self-replicating objects with a [15, 16]

trust model for CDNs.
Internet Archive|| A concept of using the caches of nodes as an [11]
archive of the Internet.

Kache A web caching system with a constant load  [10]
on the nodes and the network.

LOID A technique to store large objects in DHTs.| [8]

OLP A caching system that tries to estimate the| [19]
lifetime of objects located at peers to improve
redirection.

Table 2.1: Overview of the peer-to-peer web hosting systems discusgbis$ in
report. (Continues on next page)



Name | Description | Ref. |

OverCite A peer-to-peer version of CiteSeer builtona | [25]
DHT.

PROOFS A peer-to-peer system for handling flash [23]
crowds with a randomized network.

Riptide A secure caching system built on top of [3]
Tapestry.

Squirrel A caching system built on top of Pastry. [6]

Subnet Broadcast An analysis of P2P caching design space, and fL2]
caching system using broadcasts.

Tuxedo A caching system to improve latency. [21]
YouServ/ A network of personal web servers with [7, 1]
YouSearch keyword searches and replicas.

An analysis on the scale of cooperative cachind28]

Table 2.1: Overview of the peer-to-peer web hosting systems discusghi in
report. (Continued)



Chapter 3

Content Storage and Retrieval

The core of every peer-to-peer system that enables sharing ohtamnéethe stor-
age and retrieval mechanisms. These mechanisms define what contergddigto
what node and how a node can retrieve content that is stored by otthes.nbhis
chapter presents the storage and retrieval methods used by the systetnis liste
Chapter 2.

Most peer-to-peer networks can be classified into one of two categstiastured
networks and unstructured networks. Structured networks providimgdacilities
and give guarantees on actually finding an object. Unstructured netwlorkot
have such facilities, and finding an object involves querying neighbeirsally,

two hybrid systems, YouServ/YouSearch and Globule, are discussel eannot
be categorized in one of the two previously mentioned categories.

3.1 Structured Networks

This chapter discusses the peer-to-peer web hosting systems thatdtayeered
network. Most of these systems are built on top Blistributed Hash Tabl¢éDHT)

[17, 24, 18, 29], which distributes the storage of key/value pairs aarastiple
nodes. Nodes and keys are mapped to a common namespace, and each nod
responsible for storing the key/value pairs for keys that are locatedlgltsthe

node in the namespace. The node storing a key/value pair is call@ditie node

for that key/value pair. The usual approach for building a storagesys by
using the object's name as a key and the object itself or a pointer to its location as
corresponding value.

The following systems are based on DHTs and their storage and retrigaal a
rithms are described in the following sections: Squirrel, Kache, Backdragtide,
CoralCDN, OverCite and LOID



3.1.1 Squirrel

Squirrel [6] is a web cache sharing system that uses Pastry [18] toobjedtt
locations. Pastry is a DHT which uses a 128-bit namespace, objects ded no
are assigned an unigue identifier in this namespace, and objects are nafped
node whose identifier is closest the identifier of the object. Routing of messag

is performed in a similar manner as CIDR; a message in transit is forwarded to a
node such that the length of the matching prefix of the destination and the tocatio
of the message increases. The number of required hops for routingsageeis
bounded byO(log N), with N being the number of nodes in the system.

A user’s browser is configured to use Squirrel as proxy serveender Squirrel
receives a request, Squirrel determines the home node accordingrio Bgsirrel

has two schemes: home store scheme and directory scheme. With the home store
scheme, the home node is responsible for having a cached copy of tlésobje
that are mapped onto the home node. If the home node has not a cacled cop
acquires a fresh copy from the origin web server.

The directory scheme is somewhat more complicated. The home node keeps a
directory of nodes for each object that is mapped onto the node. Tloeatireon-

tains pointers to nodes that have recently accessed the object, andra¢hete
nodes are likely to have a copy in their local cache. When an object ie sty

the home selects randomly a node, whose copy is still fresh, from its diyeGtos

home node updates its directory by adding the requesting node.

3.1.2 Kache

Kelips [5] is a DHT that allows increased efficiency and stability throughsiased
memory usage and communication overhead. Kelips divides the peelis $oko
calledaffinity groups and objects are mapped onto an affinity group by hashing the
object name.

Each peer maintains three tables: Affinity Group View, Contacts, and Rasou
Tuples. The Affinity Group View table is a set of other nodes located in thesa
affinity group. The Contacts table contains nodes located in other affiritypgr

for each affinity group a small set of nodes is kept. Because a nodat lieast

one contact for each affinity group, lookups are bounded@by). For all entries

in the Affinity Group View table and Contacts table, a round-trip time estimate is
recorded. The Resource Tuples table stores filenames and the naulg tteffile,

and only files that are mapped onto a node’s affinity group are stored irabiés
Information dissemination occurs through gossiping: at a fixed intervabda n
selects a small set of nodes to which information is multicast. The probability
that a node is chosen for a gossip multicast decreases as the round-triprtime
that node increases. Each entry in the tables is associated with a hedftbesat.
heartbeat of an entry is not updated for a fixed time-out period, the isrdeleted.
Linga et al. introduce a web caching system [10] based on Kelips. [Ebrexsry

in the Resources table, a directory is kept with hosts that have the obgheicca

6



To retrieve an object, the node with smallest round-trip time is selected. When a
node has successfully fetched an object, it adds an entry in the Resdalbde to
indicate that it stores a copy of the object, and this entry is shared with atdesn
through gossiping.

3.1.3 Backdash

Backslash [22] is a system that addresses flash crowds built on topN{TY].
However, it can be implemented using any other DHT. In the normal staté; Bac
slash is not active and all nodes serve their own content. Whenevebp aemeer

is perceiving difficulties to handle incoming requests, it will divert subsed re-
quests through the use of URL-rewriting. If the server becomes evea loexed,

all requests are redirected through DNS or HTTP redirection.

URL-rewriting consists of changing the URLs of embedded objects, ssidim-a
ages, to divert requests for these embedded objects to other nodekslaBa
implements two types of URL-rewriting: DNS-based rewrites and HTTP¢base
rewrites. With the DNS-based rewriting, each Backslash runs a simple DMN& se
and prefixes the hostname of an embedded URL with the hash of the origthal U
A request for an object is preceded by a DNS lookup for the hostnam®Nise
server can divert requests to other Backslash nodes according@theverlay
network. The HTTP-based rewrite replaces the host of embedded UiRicily
with the IP address of a Backslash node.

Periodically, each Backslash node injects its content into the DHT. Thisrddste
stored in the so-called replica storage and is guaranteed to be in pladéoAalt

to this replica storage, each node has temporary cache storage whiadisous
cache objects opportunistically in order to improve performance for gulesg
requests for the same object.

3.14 Riptide

Riptide is a global caching system built on OceanStore [9], which is a gkibal
age system.

OceanStore OceansStore is a global persistent storage system. In OceanStore,
objects may always be cached anywhere. OceanStore has two methaatsdor

ing objects, a fast probabilistic routing method, and a slower reliable method.

The probabilistic routing is implemented usiagienuatedBloom filters. An at-
tenuated Bloom filter is an array of normal Bloom filters; the first Bloom filter is

a summary of the objects that are stored by the local nodetth@loom filter is

the union of all Bloom filters of the nodes that can be reachedhiops. A node
keeps an attenuated Bloom filter for each neighbor. with these Bloom filterdea

is able to select the outgoing edge with the maximum probability of encountering
the requested object.



The slower reliable method uses Tapestry [29]. Tapestry assigns ohjectodes

IDs from a common nhamespace independent of their location. A messagiad ro
incrementally to its destination by increasing the matching suffix of the destination
and the next location of the message. Tapestry also provides fault-téefan
routing and location. Fault-tolerant routing is provided through redundafthe
routing table. For each entry in this routing table, two backup values are nn@idta

in addition to the primary value. Whenever a neighbor fails, the backup gntrie
are used to deliver messages. Location fault-tolerance is providedskgniag
multiple home nodes for each object, the multiple home nodes of an object are
identified by adding so-called salt values to the object ID.

Updating objects is difficult, because there may exist multiple replicas of thetobje
To ensure all replicas of the object are consistently updated, OceardBgamizes

the replicas in a multicast tree. This multicast tree is self-maintaining, in that when
a new replica is created, the routing algorithms discussed above are usad to
other replicas. Updates executed on a replica are forwarded to all refhleras
using the dissemination tree.

Riptide The Riptide system consists of three types of agents. The first type of
agent is a browser proxy, which resides on the machine of the usdetahds web
content on behalf of the browser. If the browser proxy regardgjaasted object

as cacheable, it submits a request to the OceanStore system. If the ofgeatis

it is passed on to the browser, otherwise, the object is requested dimectiyttie
origin server.

The second type of agent is a gateway, which is a service that is rdsjecius
inserting new content and updating stale cache copies. Gateways retwidve
content directly from the origin servers. If an organization wants its welicbe
available through Riptide, it may deploy a gateway that pushes the web sienton
into OceanStore.

The third type of agent is a cache manager, which managers control itigenu

of cache replicas and their locations. Browser proxies may give hints écteec
manager to improve the performance of the system. For example, a brawser p
may contact a cache manager to indicate that it was unable to fetch an olgect, th
cache manager may then request a gateway to fetch the object and imgerthie
underlying OceanStore. Note that, although users do no inject data,ahestilt
contribute storage space as long as they participate in the underlying ®cean
system.

Riptide also uses OceanStore to provide push caching. Cached copigsdar
together by OceanStore with a dissemination tree. When a cached objeatdsec
stale, it may be updated, and through the dissemination tree all replicas of the
object are also updated. With push caching the cached objects ares ditesty.
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3.1.5 CoralCDN

oralCDN is a network of HTTP proxies and DNS servers providing carhie
usage of CoralCDN is very simple; by appendimgud. net : 8090 to the host-
name of an URL, the request is relayed to CoralCDN (é&t,p: / / www. cnn.
com nyud. net : 8090). CoralCDN uses a hierarchical indexing system, Coral,
which is explained next.

Coral Coral organizes peers in a hierarchical organization of clustersthend
actual implementation uses a three-level hierarchy, each peer is a mendrer of
cluster at each level. A cluster is characterized Hiaaneter the maximum desired
round-trip time. Coral uses 20 ms, 60 ms axdas diameters for respectively the
lower level, the middle level and the upper level. This hierarchy enablegptoiex
locality of objects. When a node wants to locate an object, it starts searohiting f
object in the lower-level cluster. If the object cannot be found in the fdexeel,

the search continues in the middle-level cluster, and if necessary, tlee-lgppl
cluster is searched for the object.

Each cluster forms a distinct DHT. Routing in the clusters is based on Kademlia
[13]: at each hop the matching prefix of the node and the destination iasede
Keyl/value pairs may be stored at nodes which are not numerically clogbstkey,

due to the sloppy storage technique that Coral employs in favor of loaddiada
When a node receives many requests to store key/value pairs for andeya

it may deny store requests; another node which is also close to the key is then
requested to store the key/value pair.

CoralCDN The network of CoralCDN consists of Coral DNS Servers and Coral
HTTP Proxies. When a node looks up a web site which endsyind. net :
8090, a Coral DNS Server receives a request to resolve the hosthnamestants

a closely located Coral HTTP Proxy by using the hierarchical clustergark.
Subsequently, the HTTP Proxy is requested for the URL, and if the prampot
find a cached copy in its local cache, it searches for a copy in the Getabrk. If

the URL is not available in Coral, the URL is requested form the origin seaner

it inserts a new value in the Coral network indicating that the proxy hasyaaop
the URL.

3.1.6 OverCite

OverCite is a distributed version of CiteSeer, which is a digital library of cdsmpu
and information science papers. CiteSeer crawls web sites for paperadds
these papers to the library. OverCite uses a few tables to store documents an
metadata, which are stored in a DHT. The DHT network is fully connectea:hwh
bounds lookups by one. Among the tables is a list of URLs that have to ecka

and periodically, a node chooses randomly a URL from this list to crawlntde

9



encounters a document, it stores the document and metadata (e.g., citattbes) in
appropriate tables.

A found document is also inserted into an inverted index to allow efficierw&ay
lookups. The inverted index is divided inkopartitions, and each node maintains
a copy of one partition. Wit nodes, there are/k copies of each partition. A
document is indexed in only one partition, but in all copies of that partition. If
a node inserts a document in the inverted index, it also notifies the othes node
maintaining the same partition.

To serve web requests, each OverCite node also runs a web seyeecuests
from web clients are distributed over the nodes with a round-robin DN&isek
query is propagated to exactly one node in each partition to ensure conggketen
of the result. The web server collects the results from each node, tamdg¢hem

to the client.

317 LOID

LOID [8] distributes the storage of large objects in DHT over multiple nodés T
technique works in general for DHT and not only for peer-to-peeb Wwesting
systems. If the size of an object exceeds a fixed threshold, the file iediintb
several smaller blocks and distributed over multiple nodes. The home nods ato
header file with administration data such as URL name and pointers to the blocks.
The home nodes for the blocks are determined by hashing the blocks.

The main reason why this technique is interesting for caching systems isskdtau
has the potential of improvingytehit ratios. Traditionally, web cache replacement
algorithms try to maximize hit ratios, and therefore purge large files to frezespa
for many small files, because this yields higher hit ratios. However, in tefbhg®

hit ratios, a single hit for a large file of for example 10 megabytes is equitvtde
1000 hits for smaller files of 10 kilobytes.

3.1.8 Evaluation

The peer-to-peer system of Backslash is only used if a node is havirgutiés

to serve its requests, which are then diverted to other nodes accordimegDiT.
Squirrel and Kache are both thin layers on top of a simple DHT without extra
features, CoralCDN and Riptide are more complex with replicas and localigy. It
possible to provide keywords searching in DHT-based systems, a€it/ehows;
however, this comes at the cost of maintaining an inverted index.

3.2 Unstructured Networ ks

Unstructured networks do not have fixed object location and routing amésrins

like DHTs. Each node in the network can have an arbitrary number of neigh
although most implementations limit the number of neighbors. When a node de-
cides to retrieve an object it will query its neighbors for the object, who in tur

10



will query their neighbors for the object, and so on. This continues untibitiject
has been found or the maximum number of propagations has been redttfied
search method is known &#ind search[26]. The unstructured systems discussed
in this report are PROOFS, BuddyWeb, Tuxedo, and Internet Aechiv

3.21 PROOFS

PROOFS [23] consists of two protocols. The first protocol createsraidtains
the network, and consists of peers exchanging a part of their neigleborThe
second protocol operates on top of the first protocol and facilitatestaigigieval.
ach peer has a set of neighbors, which is upper boundéd IReers continuously
exchange a subset of their neighbor set, which is callstiudfleoperation. A
shuffle is performed as follows. First, a peer selects a random subsetits
neighbor set. From this subset, the peer chooses a neighith which it wants
do a shuffle. TherP is removed from the subset and the subset is seft tBeer
P can either accept or reject the shuffle operation? Hccepts the subset, it will
create an equally sized subset from its own neighbor set and sendk itdothe
initiating peer.

To retrieve an object, a peer creates a query and sends it to (a sf)lisenheigh-
bors. Each query carries an object description, a TTL value, a faradwe and a
return address. The TTL value indicates how often the query shoulorvarided
as long as the object is not found. The fanout value indicates the nurhbeigb-
bors a query should be forwarded to. When a peer receives a, iUt checks
if it has a copy of the object stored locally. If the object is found, it is serthe
return address. If it is not found, the TTL value of the query is decreeak If the
TTL value is below zero, the query is dropped. Otherwise, the queryiafded
to f neighbors, withf the fanout value.

3.2.2 BuddyWeb

BuddyWeb [27] a is peer-to-peer web cache sharing system that iohuitp of
BestPeer [14].

BestPeer BestPeer is a general peer-to-peer platform consisting of many peers
and fewer LIGLO servers. If a peer wishes to enter the network, itheasgister
with a LIGLO server. Unlike most other networks, a registration doesmbtdien
the peer disconnects. When a peer re-enters the network, it has totdbetaame
LIGLO server with which it is registered.

estPeer uses mobile agents for retrieving objects. For each query, a agunles
created and clones are sent to all neighbors, where they digestaquesent, and
report back. The process of cloning of agents continues until thelgtermined
TTL value drops to zero.

In order to improve performance, BestPeer provides dynamic recoafigar A
peer should keep the nodes from which it benefits most in its neighbor $et &/

11



peer initiates a request and receives matching results from peersdhmaitan its
neighbor set, it may decide to add these peers to its neighbor set.

BuddyWeb BuddyWeb acts as a local proxy for the web browser. Whenever the
browser submits a URL, BuddyWeb will create a query that is sent in therlyad

ing BestPeer network. The result is a set of peers holding a copy objeetoThe
local proxy contacts one of these peers and requests the object, wha$sisd on

to the browser.

In addition to the dynamic reconfiguration provided by BestPeer, Budtdyii®
facilitates similarity-based reconfiguration. Every peer’s interest is dtoyethe
peer’s LIGLO server as a word list. Periodically, the LIGLO servernpgote
vector spaces for each peer that represent its word list. When agrees®nline

and logs onto its LIGLO server, it also receives the vector spacesathait peers.
The peer computes similarities with other peers, and peers with a higher similarity
are ranked higher.

3.2.3 Tuxedo

Tuxedo [21] is a peer-to-peer caching system using the CONCA [28}prache
architecture. Besides simple caching, CONCA provides transcodedaabfects,
e.g., translated documents, resized images, etc.

Each Tuxedo node maintains two tables, a neighbor table and a serverRable.
each entry in both tables, contact information as well as latency and bahdwid
stored. When a node decides to retrieve an object, it only queries its oesgthiat
are able to provide performance improvement. Most web documents drealgla
small and neighbors are selected by comparing their latency with the origier ser
latency. For large objects such as video clips, the selection of nodesed bas
bandwidth instead of the latency. Searches are not forwarded to atlugbors,
this is equivalent to a blind search with a TTL value set to one.

Because only direct neighbors are queried for results, maintaining theboe
table becomes important. A Tuxedo node should keep the nodes from wbah it
benefit close. Furthermore, itis important that the bandwidth and latehaysvare
representative. Each time a peer requests a neighbor, the neighti®asegighbor
table along with the response. The receiving node inserts the new infomitio
its own table and uses preliminary values for latency and bandwidth. Pedlydic
a node probes its neighbors to update the neighbor table with fresh values.

3.2.4 Internet Archive

Mantratzis and Orgun propose to use the aggregate caches of all amdedis-
tributed Internet archive [11]. However, this is more a concept thaactunal im-
plementation. Objects with a short lifetime remain available through this archive.
Whenever an object is no longer available on a website, it may still be retriev-

12



able from the caches of other nodes. The system would use a simple turgiduc
network and blind search for retrieving objects similar to Gnutella.

3.25 Evaluation

Tuxedo, Internet Archive, PROOFS and BuddyWeb simply use anugtsted
network with blind search to retrieve objects. Tuxedo limits the time spent search
ing an object by setting the TTL to one. PROOFS makes its networks fault{tblera
by continuously letting nodes exchange their neighbor set. BuddyWelfarsiks
blind search not a simple keyword query but mobile agents, these mobilesagen
provide extensibility. Creating a new type of search is done by creating &ind

of agent; other nodes do not have to be notified of this new type of agent.

3.3 Hybrid Networks

Hybrid networks use a central component to find which peers have guestd
object. The discussed hybrid systems are YouServ/YouSearch and OLP

3.3.1 YouServ/YouSearch

YouServ [7] is a collection of personal web servers tied together bypaateom-
ponent. YouSearch complements YouServ by enabling keyword sefcifud @on-
tent published by the YouServ system.

YouServ YouServ is a system that allows users to publish content using their
own machine as a web server. The YouServ system consists of founcems:
Browsers, Peers, a Dynamic DNS (DDNS) server, and a YouSemdic@dor.
Users who wish to access content served by YouServ do not needaafiffcation,
because a standard browser suffices. Peers publish contenthtadigéptweight
web server that runs on the peer’s machine. The DDNS server arg@eYouoordi-
nator provide facilities to achieve improved availability and accessibility of cinte
that is published by peers.

Each YouServ peer has its own subdomain name through which the pubtmhed
tent is accessible with a standard browser. Whenever a peer comes rdore
tacts the YouServ coordinator to indicate that it is online. The YouSendawator
updates the peer’s IP registered at the DDNS server such that this peeessible
by its domain name.

Content may be unavailable for two reasons. First, a peer may be offfide, a
therefore its content is not available. YouServ provides facilities to oveecthis.
Two peers can make agreements to serve each other’s content whattumpeers

is offline. Whenever a peer goes offline, the coordinator checks ehtta other
peer is online and is willing to serve a replica. If the other peer acceptsue aer
replica, the coordinator updates the DDNS server such that requestdaected

to the replica server.
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Second, a peer may be unable to accept incoming connections, due twal fire
a proxy, or NAT, and consequently the content is not accessible. efeutals
with this by making each peer act as a proxy for other peers who ardeuttab
accept incoming connections. When a peer registers with the coorditregarg-
ordinator checks whether it can connect with the peer. If the peerrdagsceive
a connection, it requests the coordinator for a proxy peer. The peeives con-
tact information for the proxy peer and establishes a connection. Thidinator
sets the DDNS record for the peer to point to the proxy peer. Upon amingo
request, the proxy checks at which host the request is directed, arddtsary,
the request is forwarded.

YouSearch Periodically, a peer runs an indexing process to extract keywords
from the published content. The process starts by scanning for nevafiiteiles

that have been modified since the last scan. The process keeps dadriver
dex, and new and changed files are added to the inverted index. Affdestre
scanned and indexed, the process creates a Bloom filter [2] for akktiveokds for
which the node has an object. The Bloom filter is uploaded to the YouSerdieoo
nator, and the coordinator aggregates the Bloom filters of all peers ittocise

that maps bit positions in a Bloom filter to a set of peers.

When the coordinator receives a search query, it returns the peraréhlikely
(false positives may occur due to Bloom filters) to have content matchingethe k
word. The peer then contacts all peers in the result set and requestsjéats
concerning the keywords. A requested peer can easily lookup obmuteming
keywords using the inverted index.

332 OLP

OLP [19] is a peer-to-peer web hosting system. The origin web servamafb
site maintains a redirection directory for each object, which contains poitaters
other nodes who have downloaded the object. When a client requeskgea, o
the server returns several peers from the redirection directorycliém first tries

to retrieve the object from peers returned by the server. If this failsolfect is
directly served by the web server.

When a server has multiple peers for the same object, a selection of peszdézin

OLP tries to predict the object’s lifetime at each peer. The lifetime in a peer-
to-peer network depends on the peer’s cache replacement policy enmbén's
participation behavior. The minimum of the average active period and thage/e
object replacement time is used as prediction of an object’s lifetime at a certain
peer. If the time when an object was cached and the time the peer joined the
network are known, then a prediction of the end of the object’s lifetime can be
calculated. The web server bases its neighbor selection process orethictipn.
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3.3.3 Evaluation

Both YouServ/YouSearch and OLP show similarity in the way requests are ha
dled. A central component receives incoming requests and diverts ietepi
cific peer which stores the actual content. OLP and YouServ/YouSéifehin
which peer serves what the content; in YouServ/YouSearch the samsegheays
serve the same content, while in OLP any peer that recently requestedj¢ice ob
may serve the request. Additionally, YouServ/YouSearch providesdeysearch
through a central inverted index.

3.4 Globule

Globule [15] is a platform that provides replication of web documents in a net-
work of web servers. Significant performance improvements can bevachif
each served object has its own replication strategy compared to the traditi@aa
for-all approach. Globule takes the former approach and considergplication
policy as a part of the object. An object determines its best replication striayeg
using trace-based simulations. Globule also supports replication of dyrigmica
generated objects. This requires that the code as well as the data thed ési iy

the code, e.g., a database, is replicated.

When an object notices that a replica at a remote location would improve per-
formance, the server starts by identifying suitable hosting servers thaibde

and willing to serve a replica. When placing a replica, the cooperating rserve
make agreements on resource consumption like storage and bandwidtma$he

ter server of an object is responsible for redirecting requests to a lguitglica,
which it does this through DNS redirection.

3.5 Subnet Broadcast

According to Mao et al., superior performance in cooperative webiggaan be
achieved by maintaining a shared cache among peers that are locatedpiéog
cally close [12]. This method is based on the assumption that nodes thatatedo
geographically close have similar interests, i.e., a subnet. Querying otthes noan
be implemented efficiently by using broadcast facilities of the underlying miktwo

Instead of using the traditional URL-based caching, Mao et al. empdoyent

based caching. With content-based caching, an document is divideckirdmak
components, each component has its own cacheability. In traditional gaghin
document is entirely marked as either cacheable or uncacheable, whilgt@mto
based caching some components may be cached. This also allows dynamic web
pages to be cached partially.
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3.6 Evaluation

Due to the pull model of unstructured networks, replicas are createthatitally.

For structured systems replicas have to be managed actively; Riptide aad Co
CDN perform such active replica management. Riptide and CoralCDN use the
replicas to exploit locality by trying to return the closest replica, upon obct
guests.

Structured systems map the object name to its location without considering the
content; therefore, keyword searches in structured networks estipgiradditional
overhead of maintaining an inverted index, like OverCite does. Not all wmstr
tured systems provide keyword searching. However, keyword lséangnstruc-
tured networks is straightforward: instead of just comparing an incomiegyqu
with the object’s name, a node compares the query with the object’s metadata suc
as keywords. Like structured systems, hybrid systems also requiredétioaal
inverted index to provide keyword search.
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Chapter 4

Decentralization, Scalability and
Resilience

Decentralization is important in peer-to-peer systems because it greathniodsi
scalability and resilience. For example, central components limit scalability and
resilience. Three levels of decentralization can be identified. This chegttego-
rizes the systems listen in Chapter 2 based on their level of decentralizatien. T
scalability and resilience of the systems are also discussed.

The first level consists of the networks relying on one or more centrapocaents
providing vital functionality. Such central components may perform indering
routing. Systems in the second level are partially decentralized. Thesensydo

not have any central components, but not all peers fulfil the sameFiolally, the

last level consists of systems with homogeneous peers, i.e., all peerpiate e

4.1 Central Components

OLP and YouServ/YouSearch rely on central components in the netviioki-
ously, a central component limits the scalability significantly. A growth of users
in the network must be matched by replacing the central component with a more
powerful one. Furthermore, if the central component is vital to the systésna
single point of failure.

Some systems discussed in this report are peer-to-peer cache slyatergss[6,

21, 27, 3]. Although a cache sharing systems may be fully decentralizesh w
content is not available in any peer’s cache these systems rely on thewehin
server. Most web server use the traditional server/client model, arefdhe rein-
troducing a single point of failure.

41.1 YouServ/YouSearch

The YouServ/YouSearch consists of two central components: YoSemdinator
and the DDNS server. Both components form a single point of failure. rivitine
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YouServ coordinator fails, the system becomes static in node participatimie N
joins and proper node leaves are no longer possible. Node joins invaliescting
the coordinator which contacts the DDNS server, thus the node wanting tis join
not reachable by their hostname. When a node leaves, the YouSedinador nor-
mally tries to activate a replica. Thus also the replica functionality fails wheneve
the coordinator fails. Furthermore, the coordinator handles keyweatsises.

The other central component is the DDNS server. The DDNS servespsmsible
for translating YouServ hostnames into IP addresses. When the DDIXS &als,
hostnames cannot be translated into IP addresses. Consequentlyt cented
by YouServ nodes is only accessible through IP addresses. It is Iyrtlilee users
know IP addresses of YouServ nodes, and content is practicallyassibte. With-
out the DDNS server the YouServ/YouSearch system becomes uddiessiakes
the DDNS the most vulnerable single point of failure of YouServ/YouSearc

412 OLP

In OLP the web server redirects requests to peers for which it estimatebidya
are live and have a cached copy of the requested object. Structudachatmuc-
tured systems do not rely on a central component to route requestspdes in
these system send their requests to their neighbors. OLP is compareceteythes
tems not very resilient, because whenever the web server fails, its tisiten
longer accessible in spite of live nodes with cached copies. As with the traalitio
server/client model, the server is still a single point of failure. Scaling Gd-P r
quires replacing the web server with a more powerful one, to be able¢a de
request load to other peers. Furthermore, note that the central compwesls
sufficient storage to store a copy of all the objects in the system.

4.2 Partially Decentralized

This section focuses on partially decentralized systems. These systenmt do n
have a central component, therefore these systems do not have a simglefp
failure, and are thus more resilient. Scaling such systems can be done im0 w
First, replace current components with more powerful ones, similar to goaflin
centralized systems, and second, add more of the same components.arBasks
distributed among components, consequently, adding more componentasascre
the load on each component. The systems in this category are BuddyWabeRip
and CoralCDN, their resilience and scalability are discussed in this section.

4.2.1 BuddyWeb

The underlying network of BuddyWeb, BestPeer, assigns a BestPeaitifier
(BPID) to each node. These BPIDs are assigned by Location Indepetlobal
Names Lookup (LIGLO) servers, and provide translation from BPIDEtad-
dresses. When a node comes online, it contact its LIGLO server whichpdéite
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the IP address for the BPID. A BPID is a pair that consists of the IP addie
the peer’s LIGLO server and a unigue node ID assigned by the LI®eDause a
BPID also includes the IP address of the LIGLO server, the node ligreess by
the LIGLO server has to be unique only within the LIGLO server and notregmo
all LIGLO servers. However, this imposes that a peer always contetite same
LIGLO server.

Distributed LIGLO servers enhance resilience, because wheneu@lai server
fails, only the nodes registered by that server are no long accesside,mdes
are still available. However, peers cannot switch between LIGLO eertreerefore
from the peer’s point of view, the LIGLO server with which it is registeiec
single point of failure.

Increasing the number of LIGLO servers causes a decrease ofrfioenpence of
the similarity-based reconfiguration algorithm. Each peer announces itestger
to its LIGLO server as a word list, and LIGLO servers compute similarity vector
from these word lists. Peers receive from their LIGLO server the veaiball
other peers, and compute similarities with each other. Thus each servertheld
vectors of all peers in the network, adding more LIGLO servers will notrawe
this situation. Thus the similarity-based reconfiguration limits scalability, LIGLO
servers have to be equipped with more resources to hold all the peesinectors
as the number of peers grows.

4.2.2 Riptide

As discussed in Chapter 3 the Riptide system consists of three types dé:agen
gateways, cache managers and browser proxies. The role of injectimghaz

tion into the system is explicitly separated from the role of the users, whouetrie
data from the system. Consequently, the system does not scale automasically a
the number of users increases, because scaling requires increasimgmnber of
gateways and cache managers. The underlying storage system, (oceas&les
along if gateways, cache managers, and users also participate in @reanS
Riptide has no single point of failures. Gateways, cache managerssarslare
spread throughout the system. The routing overlay routes messageseatibst
replica or service provider. This means that when a cache managetewraga
fails, messages are automatically routed to the next nearest cache margafer
way. This is also true for any OceanStore node contributing storage.

423 CoralCDN

The CoralCDN system consists of two type of nodes: proxy caches sers.u
Users are not involved in the peer-to-peer network: users use ttegrsipst do not
contribute any resources to it. An increase of the number of users esqdding
proxy caches to the system.

Failure of a node causes that the cache of that node is no longer availaker
the system continues to function properly. If an object is not available ial CON
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(e.g. due to node failure), it is fetched from the origin web server.

4.3 Fully Decentralized

This section discusses fully peer-homogeneous networks. Such Retiaare the
potential of being self-scaling.

4.3.1 Structured Networks

Structured networks built on DHTs (see Section 3.1) that are fully dedenetd
scale automatically as new nodes join. New nodes are added to the pesrto-p
network and messages are automatically routed to these new nodes. e a n
fails, the objects for which the node is responsible are automatically mapped on
other nodes. For the Squirrel system this is not a problem, because aching
system. Squirrel will fetch unavailable objects from the origin server. ddoer
systems this may pose a problem, because the lost content cannot ik lserve
others nodes if there are no replicas.

The Kelips DHT used in Kache is more robust against node failuresubedl
nodes in the same affinity group have a copy of the objects mapped on thg gro
Objects become unavailable, if all nodes in the same group fail simultaneously.
Lookups in Kelips are bounded ly(1), thus scaling does not influence lookup
time. However, the resources necessary to maintain neighbor tablessegiEa
the number of nodes increases. This problem is even bigger for Ovehb€dause
OverCite nodes keep a full routing table, consequently the routing tablesgro
proportionally with the number of nodes.

For Backslash a failing node has a considerable impact. When a nodeHails,
content that it served is neither available via the node nor via nodes geeph-
cas, because the failing node is also responsible for redirecting tedoesplica
servers. Furthermore, the failing node also served replica objectshier modes,
consequently redirections performed by these other node to the failireywitid
fail.

4.3.2 Unstructured Networks

The unstructured networks that are fully decentralized are Tuxedo(HS, and
Internet Archive; these systems show similar scalability. The resoureded

by each node are constant; the size neighbor tables are limited, and ordjsobje
interesting to the node are stored. A node failure causes only that thecesof
that node are not available anymore, however replicas may exist onraibes.

All three systems are caching systems, therefore Section 4.1 also applieséo th
systems.
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4.3.3 Subnet Broadcast

The subnet broadcasting system introduced by Mao et al. is fully peeogenic.
However, because the system relies for its performance on facilitiegdprbiy

the underlying network, it scales not very good. This system usesitasts to
communicate with other peers, and this kind of communication is cheap within a
subnet. However, broadcasting over the Internet requires the nee¢ tp point-
to-point connections to each node in the network, and to send the message o
these all connections. Consequently, each node needs to maintain a table with
contact information of every other node in the network. This table may become
very large, if there are many nodes in the network.

4.3.4 Globule

Globule does not define the network and communication to finding other the¢rs
are able and willing to share resources. Therefore, it is impossible to sidtere
about the scalability of such a network. However, the trust model that @&obu
employs can be discussed [16].

For scalability, it suffices to know two properties of the trust evaluationrihgu,

the trust model is covered in Section 5.2.2. First, calculating trusts requlites a
all broadcast. Second, in advance, it is unclear which recommendatfarenice
which trust values.

In a network with point-to-point communication andnodes (e.g., the Internet),
an all-to-all broadcast requiregn — 1) messages. The amount of traffic generated
by the trust model grows quadratically with the number of nodes. With regard
communication, Globule’s trust model does not scale well.

The second property forces a peer to calculate trust values foripeengch it may
not be interested, because the order of evaluation of peer trust \@fuesl by the
algorithm. In the worst case, trust values for all peers have to be ctddulas the
number of nodes increases, computing trust values becomes more conmalitatio
intensive. Furthermore, if a recommendation value changes, then tiuss\ar

all peers have to be recalculated.

4.4 Conclusion

Not surprisingly, fully decentralized scale best and are most resilierg.hyhrid
systems, YouServ/YouSearch and OLP, employ central component$, arkisin-

gle points of failure. In the discussed systems, the central componenidgsorch
important functionality, that failure results in total failure of the system. Furthe
more, caching systems rely on the origin web server, whenever a teduagect

is not available in the network. However, these central components avéaldo

the system.

Partially decentralized system provide the same resilience compared withdully d
centralized networks. Partially decentralized networks do not scalelbasially
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decentralized systems, because scaling requires adding componentsetivibre.
Because BuddyWeb users are bound to a LIGLO server, a LIGL@sirfor its
users a single point of failure. CoralCDN and Riptide do not have sulcterabil-

ities and are therefore more resilient.

The structured systems that are fully decentralized are not all self-gcalihe
routing tables maintained by Kelips and OverCite increase with the number of
users, however Kelips and OverCite have good resilience due to theaefab-

net Broadcast has the same problem when the underlying network aiga®wide
broadcasts. The structured systems that are self-scaling are Sgad@ackslash.
Fully decentralized unstructured systems are self-scaling and are sili&nte
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Chapter 5

Focus of Use

Systems are designed with a certain goal and environment in mind, and this is als
true for peer-to-peer web hosting systems. This chapter discussethelsgstems

try to accomplish, and whether they are successful. Furthermore, thieranents

for which the systems are designed and how the systems are adapted tnthiese
ronments are considered.

51 Goal

The discussed systems are aimed at one of three goals. First, systems aimed a
server alleviation serve web requests to take away load from the origiseveér.
Second, systems may aim at latency reduction through cooperative gaPleier-
to-peer caching systems aggregate the caches of all peers into a sitigpestar-

age. The peer-to-peer cache storage is much larger than the cacgestbra

single peer, therefore peers can achieve higher hit ratios togetheallyFime
aggregate of caches can be used as Internet archive. Objectsehai bbnger
available from their origin server may still be available from the cache ofea pe
furthermore, versioning of objects may be supported. These goalssatessied in

this section.

5.1.1 Server Alleviation

Loads on server are often not constant and show peaks. To be ab#ndbe
these peaks, servers have to be overprovisioned. Overprovisisnaustly and
inefficient, because most of the time the resources of the server aresenta
their full extent. Peer-to-peer web hosting systems designed for salsrgiation
take away the need to overprovision servers by distributing load oversn@y/s-
tems that are designed for server alleviation are PROOFS, CoralCDIKs|Bal,
YouServ/YouSearch, Globule, and OverCite. Ideally, load is distribut@dmumly

over all nodes, and this section discusses how well the previously mestsyse
tems achieve this.
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PROOFS and CoralCDN fully take away the load from the server; if therdeat

is available from the network, thus the origin server is not used at all. Véray
network of PROOFS randomizes continuously, therefore requestdstributed
with a uniform probability over the participating nodes. CoralCDN and Globule
exploit locality, and requests are routed to the closest cache with a cajye of
requested object. With CoralCDN and Globule, flash crowds originating &o
single geographic location can still put a heavy load on the system. Besadgs o
ity, this is also due to the fact that users are not part of the peer-torpésork.
Otherwise, the nodes at the geographical location would serve eachPR@OFS
and CoralCDN provide good server alleviation by spreading the loadyeugar
the nodes.

Backslash does not perform as well as PROOFS and CoralCDN, due tritt
object-location mapping created by the DHT. Whenever a Backslash noderis
loaded all, requests are redirected to another Backslash node. Bdcksks a
DHT, and therefore, requests for the same object are always redinecthe same
node. In the presence of a flash crowd, requests are redirecteddartteeBack-
slash node. The load is moved from one node to another, and the only ienpeot
is that embedded objects are served by different nodes. The undeiidm cre-
ates the strict mapping from objects to node, and is thus the root of this proble

YouServ/YouSearch lets users host their own content with their ownstaii&ns,
which removes the need for a central web server at which users putte-
ments. However, load is not distributed evenly across nodes. If a revdessa
highly popular object, it will fail much faster at handling incoming requests tha
a traditional server, because a server has generally much more gingcpswer
than an ordinary workstation (i.e., the node). YouServ/YouSearch oohsnif

the number of users is limited or additional replica management is performed. Th
current replica management of YouServ/YouSearch is not sufficaerthfs, be-
cause it only activates a replica when the original serving node intentioyzdly
offline, and it only activates one replica.

OverCite distributes web requests uniformly over nodes through a nminid-
DNS. A query is on its turn distributed over nodes through the distributedtete
index. Of each partition there exists multiple copies (if there are enouglspode
therefore retrieval of an object is spread over subset of all nodesvell serving
web requests as handling queries is distributed over multiple nodes.

Evaluation PROOFS, CoralCDN, and OverCite distribute the load well over the
nodes. Globule and CoralCDN are still susceptible to flash crowds originatin
from a single geographic location. Backslash performs poorly, bediessame
objects are always served by the same nodes, thus flash crowdst drendéed
well. YouServ/YouSearch has the same issue.
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5.1.2 Latency Reduction

Caching is a common technique to reduce latency. The storage spaceddser
caching greatly influences the effectiveness of caching, becausestooage space
obviously results in a higher hit ratio and less latency. By aggregating ttieeca
storage of all peers, the total cache storage is much larger and thusa thitgtatio
is attainable.

Cost reduction is for most systems not a goal in itself, but it is an additicivalra
tage of peer-to-peer web caches. In peer-to-peer caching systegitea hit ratio
can be achieved, therefore systems deployed in a corporate LAN cegede the
traffic to the Internet. Less traffic results in less costs.

Before discussing the latency reductive systems, we point out the cimthof the
analysis by Wolman et al. on cooperative caching [28]. Wolman et al. zedly
two traces on the potential of cooperative caching. They conclude twiecative
caching improves hit ratios for smaller populations, and that for largarlptipns,
the hit ratios do not improve significantly. Furthermore, they conclude thai-c
erative caching in a specialized environment (i.e. users have similar itsjedess
not perform better than cooperative caching in a general environment.

Systems The following latency reductive systems are discussed: Tuxedo, Bud-
dyWeb, Squirrel, Kache, OLP, and Subnet Broadcast. Tuxedogdyréocuses on
latency reduction; if a Tuxedo node estimates that a requested object tente-
livered quicker by the peer-to-peer network than by the origin settven, the node
fetches the object directly from the server, and does not bother to egzér-to-
peer network. A search for an object is not propagated to other raighthus
latency is completely determined by the latency of the connections to the direct
neighbors and not the rest of the network. These strict rules cawsdhétbenefit

of the network is less compared to other systems, because a Tuxedoiliodere/
often contact the origin server.

The maximum number of hops for Kache is two. For BuddyWeb, the number of
hops necessary to find an object cannot be predicted. TherefodelyB/eb may

be faster if the latency of the network is an order of magnitude smaller than the
latency of the origin server. However, itis unclear how often a seagmofsagated,
therefore no guarantees can be given on the latency. For Squirrelythieer of
required hops is bounded I6y(log ).

Systems that require multiple hops are only successful at reducing latehey

are deployed in a limited network, such that the latency of the network links are
a magnitude smaller than the latency of the server. Otherwise, the serveewill b
faster.

OLP will never achieve a lower latency than the web server. A requeststs fi
send to the web server and then redirected to another node. Consegteritiyal
latency is always greater than the latency of the web server.

The latency incurred by an subnet broadcast in a subnet is an drodergnitude
smaller than the latency for a server on the Internet. Requests handlesbiugt s
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broadcast have a low latency. However, as discussed in Section 4.3ifitsishe
scalability. For Internet level applications application multicast is necesaady
this does not have the low latency of an subnet broadcast. Subneldasias only
successful within a subnet.

Evaluation Tuxedo is the only system that strictly controls the incurred latency
and will ensure that latency is actually reduced. However, the latencyediitks

that connects peers is likely to be higher than the links that connects selaer
such a situation, the Tuxedo system is not much of a use, because mesttseq
will be send directly to the origin server. This is also true for Kache anch&ub
Broadcasting, because lookups in these systems require a single hopwe tlas/
network. OLP will never be able to improve latency. The systems are onfyluse
when deployed in a LAN or subnet, otherwise the origin server will in mostsa
be faster.

Wolman et al. conclude that a large population does not improve perfoemanc
the hit ratio significantly over a smaller population, therefore, peer-toqaashes
should be limited to a smaller network. Also taking into account that the discussed
systems are unable to improve latency if deployed at a global scale, ppeeito
caching systems perform best in a subnet or LAN.

5.1.3 Archive Systems

The web hosting systems that can be used as an archive are Riptidetand In
net Archive. The versioning and archiving functionality of Riptide isvided by
OceansStore. Internet Archive is actually not a working system, but it@naept.

It raises the issue of object versions, but it does not resolve this. idaternet
Archive uses a Gnutella-like network overlay. Questions like how doesea p
know the version of an object and whether it is the latest version, a@sotered.

5.2 Environments

Peer-to-peer networks can be deployed in many different environmearisng
from a limited set of stable nodes in a LAN to millions of dynamic nodes spread
across the Internet. Most peer-to-peer network are designed tategagra global
scale and are fault-tolerant in order to absorb node failures. This sdottases

on systems designed for such particular environments.

Three different specific environments can be identified in the systemd, reats
works with a high churn rate, second, environments in which nodes témsb
each other, and finally, facilities may be provided for nodes that use Dét@Re
connected to the Internet through a firewall.
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5.2.1 High Churn Environments

This section discusses the systems that have specifically been desigeedifo
ronments with a high churn rate. In such an environment peers ofterecoand
disconnect, and sessions may be short. Kache, OLP, and Tuxedgstems that
are designed to operate in a high churn environment, and their mechanisams to h
dle churn are discussed in this section.

Kache Kache focuses on one specific consequence of churn, and thatirs the
creased load on peers and the network that churn may cause. Churevaray
block operations on the DHT, and thus cause denial of service oftpgmer sys-
tems. Kache prevents a denial of service by keeping the load on the hddisea
network constant.

Information coming from nodes joining and leaving is not passed immediately to
other nodes, but is deferred to a later point in time. At a fixed interval, eadb
sends a limited amount of information to one neighbor. This rule imposes a limit
on the amount of data a peer receives and sends, and thus also limits tlom load
peers and the network. See Section 3.1.2 for more details. However, the limitatio
of load does not come for free, because the cost is dissemination latetakes
more time before information has reached each peer in the network, thisylatenc
depends on the algorithm that is used to select the peer to which information is
send. Dissemination latency within an affinity groupdglog n) under uniform
target selection an@ (log® n) under spatial target selection. Spatial target selection
gives close nodes a higher probability of being selected compared te ticdare
more distant.

OLP OLP considers that nodes may have left the network, and that redirection
to these nodes will be unsuccessful. A OLP server estimates whetheria pgi¢
participating in the network, before possibly returning the peer as a ctedidm
which a cached copy can be fetched. For details on how OLP accomplishes
see Section 3.3.2.

Tuxedo In Tuxedo, a node maintains for each peer in its neighbor table a repu-
tation value. When a node tries to contact a neighbor and the neighbondbes
respond, the reputation value for that neighbor is decreased. If itjebae is live

and responds, then the reputation value is increased. Whenever treopsielers
which neighbor to contact for an object, the reputation value is taken intmatc

5.2.2 Untrusted Environments

One major issue in peer-to-peer is trust. In a global network peers ofterotd
know each other, which raises the issue whether data received fratimearpeer
is correct and complete. Globule and Riptide are the only systems addr#éssing
issue.
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Globule One part of Globule is the agreements between cooperating hosts on
storage space and the bandwidth that is donated by one host to the dtiger. |
difficult, if not impossible, to verify if a host is acting according to its part af th
agreement. Of course, it is easy to check whether a node is hostingia objet

or not, but verifying whether a node is giving the agreed bandwidth istnaight-
forward. Therefore, Globule introduces a trust model based omm@emdations
[16].

Each peer has recommendations, trust values, for a few other peeesietiork.
The trust values for the rest of the network are deduced using twa rRliele 1
enforces trust decay; if nodé has a trust of'(A, B) in node B, and nodeB has
atrust of7’'(B, C) in nodeC, then the trust of nodd in C throughB, T (A, C),

is a function ofI’(A, B) andT'(B, C) of which the result is less thafi( A, B) and
T(B,C).

Rule 2 aggregates parallel trust values. Consider nbdlgat has a trust irD of
Tp(A, D) andT¢(A, D) via respectivelyB and C' calculated according rule 1.
The aggregate trust;(A, D), is a value larger than boffiz (A, D) andT (A, D).
The exact functions to compute the trust values can be found in [16]gllsase
two rules, trust values for each peer in the network can be calculatedeAnpay
use these trust value to decide whether it will cooperate with another peer.
This trust model has two drawbacks. First, the trust model is static. Recosamen
tions cannot be adjusted according to previous cooperations, betmLiggossi-
ble to determine whether a cooperation was successful. This is due to tiieafac
it cannot be verified whether a node is respecting the agreement. Sévenaist
model scales poorly, Section 4.3.4 elaborates upon the scalability of Glebulst
model.

Riptide Riptide is in two aspects designed for untrusted environments. First, the
underlying storage system, OceansStore, is designed for an untrusestrinfture.
OceanStore assumes that nodes cannot be trusted with the contentsles ttheyi
store, therefore every file is encrypted. Reading a file is impossible gedbis
encrypted, and replacing a file’s content requires a private key vihéchode does

not have. Second, in Riptide, users are not trusted and cannot dadarin the
caching system. Gateways are the only agents that can add objects t&@cean
but this causes that the system is not very scalable, see Section 4.2.2.

5.2.3 Firewallsand DHCP

BuddyWeb provides facilities to handle peers using DHCP. In addition to PHC
handling, YouServ/YouSearch also provides facilities for peers tatiaable to
accept incoming connections. These are discussed in this section.

Firewalls Due to security reasons and the shortage of IP addresses, many nodes
connect to the Internet through a NAT or a firewall. Consequently, madgsare
unable to accept incoming connections, and other nodes are unabledottbase
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firewalled nodes to request resources. YouServ/YouSearch peofadilities for
peers located behind a firewall. A firewalled peer can relay its incomingemnn
tions through another peer that is able to receive incoming connectiocls.pear
acts as a proxy server for up to four other peers. The firewalledgstalishes a
connection with the proxy peer, and whenever the proxy peer recairexjuest for
the firewalled peer, it forwards the request over that connection.

DHCP Handling DHCP is only necessary if a peer has to be identifiable across
multiple sessions for which the IP address of the peer may be differentlyBveb

and YouServ/YouSearch use an intermediate translation service to mappéer

IP addresses. YouServ/YouSearch uses Dynamic DNS for this mugmasBud-
dyWeb use their LIGLO servers. When a peer logs onto the networketied in

the DDNS server or LIGLO server is updated with the IP address of the pe

5.3 Evaluation

Most system are focused on either server alleviation or latency redudiack-
slash and YouServ/YouSearch are still susceptible to flash crowdscanot dlis-
tribute the load over the nodes. PROOFS, CoralCDN and OverCite are aetter
this. PROOFS and OverCite distribute the incoming requests randomly over the
nodes. CoralCDN exploits locality, and may therefore fail if a flash crowvits-

nates from a single geographical location.

Latency reductive systems will only be successful if the diameter of theonketw

is limited. Tuxedo only queries direct neighbors to guarantee latency tieduc
while in a LAN multiple hops can be done and still improve latency. Thus Tuxedo
is not used to its fullest extent. BuddyWeb, Squirrel, and Kache alweststiy

to fetch a requested object from the network and are thus using the ketvooe
effectively than Tuxedo. OLP will never be able to improve latency, beedle
origin web server, which performs the redirection, has to be contacted.

Kache, OLP, and Tuxedo are the systems that are focused on handimghurn
rates. Kache focuses on the traffic that node joins and leaves genevhile OLP

and Tuxedo focuses on the availability of a node for retrieving the object.

Globule and Riptide focus on untrusted environments. Globule use recoramend
tions supplied by the user in combination with a inference mechanism to deduce
trust values for all peers, however this system has its limitations. Riptide does
not allow users to inject new information, because they cannot be trusjedting

new information is done by gateways. Finally, BuddyWeb and YouSenr8¥atch

are able to handle DHCP through an intermediate translation system.
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Chapter 6

Summary

The discussed peer-to-peer web hosting systems use one of threeftpees-to-
peer networks: structured, unstructured, or hybrid networks. bfdse discussed
web hosting systems have either a structured (i.e., DHT) or an unstructeted
work. The main differences between structured and unstructured matare in
the areas of keyword search, bounded lookups, and replica manatgesnstruc-
tured systems naturally provide keyword searches through their architeatiile
structured networks can provide keyword search, but at the casiaoftaining
an inverted index. The advantage of structured networks is that obj@atips
are bounded and objects are always found, unless they are nobévaitall. In
unstructured networks, such guarantees cannot be given. unstdicetworks
automatically create replicas due to their architecture. Some structured ketwor
actively create replicas and exploit locality. However replica managenusad d
not come for free with structured networks. Replicas are only usefusthtic
web pages, while dynamic pages cannot easily be replicated. Replicatingty
pages requires replication of the code and other resources (e.gaskgathat are
necessary for generating the dynamic page.

Some systems integrate with the standard browser by configuring the peeerto
network as proxy. The system can then evaluate whether to forwagliaseto
the peer-to-peer system or not.

Hybrid systems can provide keyword search and replicas, but aretesssting
due to central components. These central components causes hydigthsyo
scale poorly and be less resilient. Fully decentralized systems are systehistin w
all peers are equal, in general, these systems scale best and are ihest.rés
partially decentralized, systems there are no central components but pe¢s

are equal. These system are as resilient as fully decentralized systerase bot
self-scaling.

The discussed systems are aimed to accomplish one of the following goalsylaten
reduction, server alleviation, and archiving. A peer-to-peer caipercaching
application will only be successful if the diameter of the network is limited. The
search for and retrieval of a document must take less time than the retiehel
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document from the original server. To achieve this, peers have to meected

by low-latency and high-bandwidth links. Since caching systems have a limited
size, scalability is less of an issue. Server alleviating systems try to handie flas
crowds and to fulfil every request. These systems do this by distributinigake
among peers. A simple DHT webhosting system is unable to accomplish this, be-
cause requests for certain documents are always mapped onto the skpeUin
structured systems automatically create multiple replicas of objects. In stdicture
systems, replica management has to done actively (e.g., CoralCDN and Riptide
while in unstructured systems replicas are created automatically due to the pull
model of unstructured networks.
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