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Abstract-One way tu combat f z P  file sharing of 
copyrighted content is to deposit into the file sharing 
systems large volumes of polluted files. Without taking 
sides in the file sharing debate, in this paper we 
undertake a measurement study af the nature and 
magnitude of pollution in the FastTrack P2P network, 
currently the most popular PZP file sharing system. We 
develop a crawling platform which crawls the majority 
of the FastTrack Network’s 20,000+ supernodes in less 
than 60 minutes, From the raw data gathered by the 
crawler for popular audio content, we obtain statistics 
on the number of unique versions and copies available in 
a 24-hour period. We develop an automated procedure 
tu  detect whether a given version is polluted or not, 
and we show that the probabilities of false positives 
and negatives of the detection procedure are very small. 
We use the data from the crawler and our pollution 
detection algorithm to determine the fraction of versions 
and fraction of copies that are polluted for several recent 
and old songs. We observe that pollution is pervasive for 
recent popular songs. We also identify and describe a 
number of anti-pollution mechanisms. 

Keywords- Network Measurements. 

I. INTRODUCTION 

By many measures, file sharing is the most important 
application in the Internet today. For example, on a 
typical day, the FastTrack P2P network - currently one 
of the most largest file-sharing network - has more 
than 3 million active users sharing over 5,000 terabytes 
of content, (the FastTrack Network includes KaZaA, 
KaZaA-lite, Grokster and iMesh nodes). On the Uni- 
versity of Washington campus network in June 2002, 
KaZaA consumed approximately 37% of all TCP traffic, 
which was more than twice the Web traffic on the same 
campus at the same time [11. 

But file sharing is not only having an important 
impact on Internet usage and traffic; it is also profoundly 
impacting sales in the music and video recording indus- 
tries. For example, in a recent study, Forrester estimates 
that the music industry lost over $700 million in CD 
sales in 2003 due to illicit sharing of copyrighted songs 
in P2P file sharing systems [2]. Each week there are 
more than one billion downloads of music files, and 
over 60 million Americans have downloaded music [3] 

Because of the potential of huge financial losses, the 
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music industry has attempted to throttle P2P file sharing 
activity on three distinct fronts. First, it has taken many 
of the file-sharing companies to court for copyright in- 
fringement. Ths approach was successful in 2001. when 
the US courts effectively shut down the leading file 
sharing application. Napster, a US-based company with 
a centralized architecture for file location [5]. However, 
this approach has had little success at curtailing the 
FastTrack Network, for which it is more difficult to 
simply “pull the plug” due to its highly decentralized 
architecture and to its elusive international corporate 
structure. The second front has been to prosecute the 
individual users for copyright infringement, which by 
some estimates has decreased illicit file sharing by 
20% However, file sharing remains rampant in the 
Internet, as it is difficult to prosecute millions of “small” 
users. particuIarly when they are scattered across the 
globe. The music industry’s third front for throttling 
file sharing is to actually sabotage the P2P file sharing 
systems. This approach has received relatively little 
press to date but - as we shall demonstrate in this paper 
- is currently being deployed on a grand scale. 

One sabotage techruque that is particularly prevalent 
today, is that of pollution. Here. a “pollution com- 
pany” first tampers with copyrighted content with the 
intention of rendering the content unusable. it then 
deposits the tampered content in large volumes in the 
P2P network. Unable to distinguish polluted files from 
unpolluted files, unsuspecting users download the files 
into their own file-sharing folders, from which other 
users download the polluted files. In this manner, the 
polluted copies of a given song spread through the file- 
sharing system, and the number of polluted copies can 
eventually exceed the number of clean copies of a given 
song. The goal of the pollution company is to trick users 
into frequently downloading polluted copies; users may 
then become frustrated and abandon M P  file sharing. 

In this paper we undertake a detailed measurement 
study of the nature and magnitude of pollution in the 
FastTrack Network, currently the most popular P2P file 
sharing system. We emphasize that the purpose of this 
paper is not to take sides on the P2P file-sharing debate 
nor to condone nor to condemn pollution. The goal 
instead is to understand P2P pollution, how pervasive 
it is currently in P2P networks, how quickly it spreads, 
and to identify measures for countering P2P pollution 
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attacks. We will see that pollution is indeed pervasive, 
with more than 50% of the copies of many popular 
recent songs being polluted in the FastTrack Network 
today. Because P2P file sharing is having a major impact 
on Internet &traffic and usage. it is important to gain deep 
insights into P2P pollution, which is now a central part 
of fie P2P landscape. 

The contributions of t h i s  paper include: 
We developed a powerful crawling system which 
crawls the majority of the FastTrack Network’s 
20,000+ supernodes in less than 60 minutes. Devel- 
oping such a crawler is highly challenging since the 
FastTrack Network uses a proprietary protocol with 
most of its signaling messages being encrypted. 
From the raw data collected by the crawler, we 
obtained statistics for popular audio content on the 
number of unique versions and copies available in 
a 24-hour period. For a given song, we find that 
the number the copies versus the version number 
typically follows a Zipf distribution. 
In order to estimate pollution levels, we devel- 
oped an automated processing procedure to detect 
whether a given version is polluted or not (which 
does not involve listening to the song). For the 
current pollution attacks, we show that the prob- 
abilities of false positives and false negatives of 
the detection procedure are very small. 

+ We used the data from the crawler and our pollu- 
tion detection algorithm to determine the fraction 
of versions and fraction of copies that are polluted 
for several popular songs. We observe that pol- 
lution is pervasive for recent popular songs and 
hardly significant for older songs. 
We used our crawler to study the evolution of 
versions, copies, and pollution in the FastTrack 
Network for a period of 19 days. 
We use or measurement data to show that the 
FastTrack Network’s rating system is ineffective 
for identifying polluted files. 
Finally, we identify and describe a number of anti- 
pollution mechanisms. These mechanisms fall into 
two categories: schemes that require the user to 
download a portion of the file before declaring the 
file polluted; and those which do not require any 
user downloading. 

11. CLASSIFICATION OF P2P POtLUTiON 

Depending on the strategies taken to pollute content, 
pollution in file-sharing systems can be classified into 
two major categories. 

Content Pollution: This is currently the more 
common fomi of pollution. The polluting party 
targets a particular digital recording (e.g., song 
or video). It then manufactures decoys for the 
recording by modifying it in one or more ways, 
including. replacing a11 or part of the content with 
white noise, cutting the duration, shuffling blocks 

of bytes within the digitaI recording, inserting 
warnings of the illegality of file sharing in the 
recording, and inserting advertisements. We ob- 
served that today a popular pollution technique is to 
insert tens of seconds of undecodable white noise 
into the middk of the song. 
Metadata Pollution: The other strategy is to not 
tamper with the digital recordings themselves but 
instead tamper with metadata. This often involves 
taking an older recording, whose copyright has 
expired, and changng its song title, aIbum title, 
and artist name to that of the targeted recently- 
released recording. Thus, when a user requests the 
target recording, the user will mistakenly obtain a 
different recording. 

We emphasize that these pollution schemes currently 
work well because there is a lack of good media 
matching systems in P2P file sharing. We discuss more 
about strategies for countering pollution in Section VI. 

We can also classify pollution as intentional and un- 
intentional. A pollution company intentionally creates 
polluted versions of files, using the content and metadata 
pollution techniques described above. But users often 
accidentally create damaged files and inject them into 
P2P file sharing systems. For example, a user may “rip” 
a song from a CD, inadvertently truncate the song, and 
then make available the truncated song in the P2P file- 
sharing system. Or a user may record the song from 
the radio and accidentally pick up the disk-jockey’s 
voice at the beginning or end of the song. We refer to 
files whch have been inadvertently corrupted by user 
error as unintentional pollution. Finally, we remark that 
certain parfies sometimes make minor modifications in  
recordings which are hardly noticeable, For example, 
we have observed that to reduce a song’s air time, a 
radio station may eliminate a long, repetitive tail of the 
song or even slightly accelerate its playback. A user can 
then record and distribute the slightly-tampered song in 
a P2P file sharing system. The songs investigated in tius 
study are listed in Table 1. (In Section IV we explain 
why we chose these particular songs.) 

111. THE FASTTRACK CRAWLING SYSTEM 
To gather raw data about versions, copies, and pollu- 

tion levels in P2P systems, we developed and deployed 
a farm of multi-threaded crawling nodes, which we call 
the The FastTrack Crawling Platform. This system 
crawls through virtually all of the 30,000+ FastTrack 
Network’s supernodes in 15-60 minutes. Furthermore, 
it is scalable in that the crawling time is inversely pro- 
portional to the number of Linux boxes in the platform. 

A crawling system was previously developed for 
the Gnutella P2P network [6 ] .  Developing a crawl- 
ing system for the FastTrack Network is significantly 
more challenging for two reasons. First, the. FastTrack 
Network is 10-100 times larger than Gnutella, both in 
terms of the number of peers and traffic. Second, and 
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